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1. Introduction to the Handy Proxy Applications

This solution is the ideal protection service for people who have to access the Internet via their PC or Windows tablet
from places that could be "hostile". It is also the ideal service if you want to send encrypted e-mail messages without
using a third-party service or to provide web services with an access strictly limited to duly authorized persons thanks to
integrated encryption functions.

Your privacy is obviously important and whether you are a private user, an IT professional, an Internet provider, a
manager or someone having to protect information against piracy, our software will provide the missing link in your
configuration.

Thanks to fully encrypted data transfers between 2 Handy Proxies, you will be able :

- to avoid your sensitive and confidential data as your login and password to be tracked or your data to be
analysed/sold/stored for a fraudulent use if you connect to the Internet from a WiFi public access point, for example ;

- to avoid your moves to be tracked (when you connect from a place outside your home or office) by the numerous
sites that use behaviour data for marketing purposes or by ill-intentioned people ;

- to access the Internet openly only from your home or office, even if you are outside or abroad.

Handy Proxies protect your privacy while surfing the Internet

Plain Exchanges

Handy Proxy 1

Target Web Sites

Handy Proxy 2

Http/HItpS Encrypted Exchanges
- -

Handy Proxy
Handy Proxy N Gateway

You can install your Handy Proxy configuration on your PC’s hard disk or on a USB key. In this case, all your parameter
files and all your messages will be stored in the key and nothing will be saved on the host PC. Similarly, the Chrome-
based Handy Browser which is provided in standard will save your navigation data (cache file) where you installed it, i.e.
on a USB key. This type of installation allows you to use your configuration securely and privately where you want to do it.

This possibility of installing your Handy Proxy on a USB key will allow you, for example, to perform e-banking operations

on a PC available in a public, occasional or unusual place without taking the risk of leaving traces of your operations
and/or access while securing them via encryption.
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Thanks to the Handy Messaging Server integrated into the Handy Proxy and thanks to the Handy Email and
Handy Messenger applications, you will be able:

- to communicate with your addressees in a totally secure way, independently from any Internet provider or
chat or e-mail service and even from the Internet itself since your messages will be encrypted : the Internet
becomes a simple data carrier (these functions do not use POP3, IMAP or other protocols in order to be
completely autonomous from them). The purpose of these applications is to maintain strict confidentiality of
your messages, which is imperative namely for companies.

- to easily create your private messaging service for your family, association or company. This service will be available
inside your local network and/or via the Internet anywhere in the world (WiFi access,...).

- to send fully encrypted messages and attached files in client-server mode (from computer to computer), allowing
complete confidentiality in your private or professional exchanges. A filter checks the kind of attached file, making
impossible to send for example files that start automatically. Apart from this, all kinds of files can be sent as
attachments (doc, docx, PDF, picture, ...).

- to use these tools without having to install an SQL database configuration or other complicated modules, since the
Handy Messaging Server takes care of everything for you (everything is ready to work after the installation of the
package). This function installs itself automatically and can thus be used by anyone, you will just have to
define your addressees to be able to use it immediately after installation.

Moreover, a safety check is performed automatically when the messages are created. Thanks to this, they cannot spread
viruses via encapsulated Javascript micro-programmes or other.

Handy Email:

B Huanely Frvaail 100 - Currsed Ui Mo : KTMBERLY =lmf =]

Meru Edt Cptiond  dbout
Status ; Your current addressee is Bradiey (via the BRADLEY server)

Mezsage History

©
Sublect : My new home
Folder List
122222~ 151 2201 & » BRADLEY » M »
Hi ey,
™ Fecntves
et Thhanks far youn nice picti e and for e Endtation, We will be in toch.
el
I Deleledt See you soon,
Addressee List Bradiey
— . 1480 aN 1ENAAL A ~ bk + BDAT BV |
% Evadoy
it " X | 3 smiey | Subject [pynow home B
I staniy [ -l
r Answer 12:22:22 - 15/12/2014 DRADLEY
St L Subject : My new home
[aga) g W Forward | uessase
Hi ity
™ wyr_ceganezntion > [ tone - °
I oz user 4 m H-'"TI -
radlay=Dradley
T vz user 2 L Kimbaly=Hiadley
Stanley=Dradiey
Reload this list L —
(yI_o T=any_server_name
ne
Handy Messenger:
% Handy Messenger LU - Current User Mame: 5TANLLY =10] x|
Mo Ede Options  About
Status : Your current addressee is Kimberly
1 with adidre o Wirnbiely stanted al 22092014 - 14 58 67
14 89137 FU0EZ0T 4 > e > RIMBERLY > (0’
Helln !
15:01:05 1 2209i201 4 » KIMBERLY > Me > Naw Addressee List
Hedlo, how are you dolng ?
T ooy
¥ wimberty
™ scatty
I sriey
T whaney
Belad ths list
Tt smiey
. _SEND

Handy Proxy, Multichannel Handy Proxy, Handy Messaging Server, Handy Web Server, Handy Browser, Handy Email, Handy Messenger (c) Copyright by Handyserv



Thanks to the Web Server integrated in the Handy Proxy and the Handy Browser provided by this solution, you
will be able:

- to create and host your own web site and decide to make it accessible to some people only or to make it public ;
- to encrypt your HTML, Javascript or PHP pages to protect them against any editing, printing or visualizing ;

- to automatically get a domain name for your web site like this : http://any_name.handywebserver.hmpr ("public”
domain name for other Handy Proxy users) or http://any_name.hmpr (private domain name).

Handy Web Server can host encrypted HTML, PHP or other documents
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Our Internet security solution will also allow you :
- to easily manage the people authorized to access your shared Handy Proxy installed in your home or office ;

- to share between family members, friends or colleagues your software license up to the maximum number of
connections allowed by this license ;

- to define up to 10 different connections to other networks, services or other Handy Proxies according to a target web
site, a group of web sites or an Internet browser ;

- to define access priorities or to forbid access to web sites you do not want your family or colleagues to visit ;

- to avoid consequently some web sites to reach your browsers or to install malware way before your antivirus detects
them ;

- to easily switch to off-line mode while you are away from your desk, and this for all browsers and web pages open in
your Windows session.

Our Internet security solution is also dynamical since :

- each Handy Proxy uses its own and unique encryption method and each Handy Proxy can use its own private
encryption key (defined and modifiable only by the configuration’s owner) ;

- the Handy Proxy encryption method automatically changes every 4 hours, in a way which is transparent to the users.
Moreover :

- all 24 hours, all running Handy Proxies completely recalculate the way they encrypt their data transfers with the other
Handy Proxies ;

- the HTTPS/SSL exchanges can be over-encrypted in order to increase your data protection ;

- for 2 Handy Proxies which are interconnected and exchanging encrypted data, Internet is merely used as a data
carrier between 2 points defined by their IP addresses. ALL exchanges between these 2 points are then strongly
encrypted, whether it be outgoing HTTP or HTTPS requests or incoming data and web pages.

All these functions and encryption methods make unconceivable the possibility to listen to your Internet activity
or to have your sensitive data hijacked (as banking data, login, password,...) when you connect to the Internet
from an unsecure or simply unknown place.

However, a Handy Proxy can be used in all cases, even at home or at the office, with or without a connection to another
Handy Proxy, since the useful web site filtering functions and other functions will still be usable.

Moreover, our solution of integrated web site in the Handy Proxy with or without encryption of hosted pages is ideal to
allow you to create your HTML, Javascript and PHP web sites protected out of the "classical" Internet and to gain total
control on what is made of them and who is allowed to visit them.

This encryption function of web pages only accessible via a Handy Proxy also allows to protect your intellectual property
and/or your investments and/or your data against any person who is not authorized to access them. You can then create
"family” or "private corporate” web sites that can be accessed from everywhere in the world as long as you authorized it.

As an additional asset for companies and organisations, we can provide the hosting of your own Handy Proxy
users database to make your configuration completely independent from the default one. You would then have a
configuration tailored to your needs with all the above-mentioned functionalities. Again, only the persons you
have authorized to use your specific environment will be able to access it.
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1.1. System requirements

Microsoft Windows 2000, XP, 7, 8
200 MB available hard disk space
256 MB RAM

Microsoft Internet Explorer 6 or newer

1.2. Installation

The Handy Proxy package is available from the Handyserv website (http://www.handyserv.com). You can download and
install it very easily as any other software package.

We guarantee that our programs and modules are adware, malware and virus free as long as they are downloaded from
within our web site. To help you check this, our web site provides an MD5 checksum allowing to check whether the
module to download is ours and was not modified. Moreover, the different programs (.exe) provided in our package are
also protected by an MD5 checksum which, in case it is not verified at the launching of one of our programs, will block it
and display an error message.

Icons will be created at the installation. We invite you to add the Handy Proxy icon to the Windows startup folder, which
will launch the Proxy automatically.

1.3. Quick start & Overview of Handy Proxy powerful functionalities
Here is how to launch Handy Proxy and its other functions for the first time.

1.3.1. How to start as a user

- Download the package from within our web site and follow the usual steps to install it. Launch Handy Proxy.

- When Handy Proxy runs for the first time, it will ask you to introduce the name of your configuration. If the name you
choose is free, it will be accepted. Handy Proxy will then be in « Proxy disabled » mode. Click on the button in the
upper left corner (« Proxy disabled ») to change this mode into « Proxy enabled ». If your Internet connection is not
active, Handy Proxy will inform you of this. Otherwise it will wait for traffic to flow.

- When Handy Proxy is in « Proxy enabled » mode for the first time, it will realize that Windows does not route the
Internet traffic through it. Handy Proxy will warn you of this via a message providing you the right parameters to give
to Windows, and afterwards it will open the « Internet properties » Windows menu allowing you, via the « Network
parameters » item, to flow your Internet traffic via your Handy Proxy. For more information, please refer to the
following link :

Change proxy server settings in Internet Explorer :
http://windows.microsoft.com/en-us/windows/change-internet-explorer-proxy-server-settings

Some browsers do not automatically follow Windows proxy settings, as for example Firefox. You will then have to
indicate manually to these browsers that they have to use Windows default proxy settings.

- From now on, your Handy Proxy is ready to work and is configured by default. If you want to use Handy Email and
Handy Messenger, you now have to configure the messaging server(s) you will connect to as well as your
addressees list. The Handy Proxy screen will indicate that you can define your configuration as a messaging server,
but before using this function, we invite you to carefully read the next chapter.

1.3.2. How to start if you want your Handy Proxy to be an Internet traffic router and/or a messaging
server for other users

After having set up the basic configuration explained above, here are the steps to follow if you want to share your
configuration as a secure Internet traffic router and/or as a messaging server (Handy Email and Handy Messenger) :

- First and foremost, you have to define a static IP address inside your network to give a stable address to the

configuration. Otherwise this address will change dynamically, preventing your addressees to retrieve your
configuration. You will have to use the Windows functions allowing to make your PC'’s IP address static.
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In order to help you to do so, here is a link to a website explaining how to proceed for all existing Windows versions :

Setting a Static IP Address in Windows :
http://portforward.com/networking/staticip.htm

- Now that your PC has a static IP address, you have to make it accessible to those of your addressees who are
connected to the Internet and are therefore out of your local network. In order to do this, you have to set up your
Internet router so that it reroutes your addressees’ traffic to your PC connected to a static IP address in your network.
Concerning this setup, we invite you to read chapter 2.1 « Making your Handy Proxy accessible for other users ».
This chapter explains step by step, with links to tutorials, how to proceed according to your own router.

- Now that your PC has a static IP address and that it can be accessed from the Internet via your router’s NAT
functions, it can now be securely accessed by your addressees, either connected to your local network, or via the
Internet.

Your configuration is now up and running, either as a user or as a user + server mode. If you wish to fine-tune your
configuration and increase its security level, we invite you to read the chapter 9 of this manual which is dedicated to the
available configuration files (the default password is 1234 for sensitive files, those can be modified only via the Handy
Edit programme that was especially designed for this purpose).

If you modify the basic parameters of your Handy Proxy, we invite you to close the application and start it up again. If you
change the filter or user configuration files you do not have to restart your Handy Proxy since the button « Reload URL
filter and other files » can be used. Moreover, as a user, you can open a session under different names and thus under
different connection configurations to other users.

Please note that each Handy Proxy configuration can become a messaging server. However, we invite you to create only
one server inside your family, association or company in order to ease the configurations of the different users to whom
you would have to send the messaging definition file. However, it is possible to parameter this file to allow you or your
addressees to communicate with several servers (see explanations in chapter 9 of this manual). For example, you could
have a Handy Messaging Server inside your company while being connected to one or several other servers of the same
kind in other organisations or subsidiaries you want to communicate with in a safe way. The situation is similar for the
Handy Web Server function whose access is strictly controlled and that will also allow you to share data in a safe way
with people you will have duly authorized to access them.

Attention : if your configuration is used as a secure Internet traffic router and/or as a messaging server, you
cannot modify the name of your Handy Proxy since your addressees will use it to connect to your configuration.
Indeed, if you modify the server name that was previously included in your addressees’ configuration files, they
will not retrieve you anymore and your server will be considered as not available ! We therefore invite you to
choose a server name once and for all, so that your addressees will not have to modify their configurations files.

1.3.3. What is the purpose of your Handy Proxy’s 10 channels and how to use them optimally

Now that you are configured as a user and/or server of your Handy Proxy, let's look further into what you can do thanks to
the 10 available channels by means of an example.

Your various Internet browsers can have their traffic wholly or partly routed to one of these 10 channels (or « output
channels »).

Each channel can point either to the Internet directly (channel O by default) or to another Handy Proxy or another network
or even to another service acting as a proxy itself.

Let us take the example of the Tor network. A Handy Proxy cannot directly interface to the Tor network since it must
interface in « SOCKS » mode while a Handy Proxy only knows the « http/https » interface. Consequently, in order to
reach the Tor network, a third-party interface as the one provided by programmes as Surfing Tunnel or ChrisPC Proxy
must be used. Another service which can interface with your Handy Proxy is the UltraSurf programme that gives access
to remote proxies. There are of course other existing services, we cannot list them all here.

Here is a concrete example of an advanced use of the powerful Handy Proxy functionalites :

Let us imagine that you want to interface to the three above-mentioned services in addition to connecting to two other
Handy Proxies, one of them being on-line in your house and the other one being on-line at your office (we assume that
you are outside of these two places using your laptop).

Let us imagine also that you do not want to access Handyserv databases directly for security reasons according to the
place where you are (Wi-Fi hotspot for example). Moreover, in this example, you want your Handy Proxy to be a server

for other users and you want to pass through a web page of your choice to retrieve your IP public address without using
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the service provided by Handyserv by default (please note that your IP public address is mandatory if you want to share
your configuration with other users and/or be a messaging server). This IP address is the one you are allocated by
your Internet provider, and by no means the IP address that would appear via a service as Tor or similar, since
this address does not point to your Handy Proxy, thus preventing it from being used by other users who would see it as
« absent ».

To reach a solution as the one described in this example, you have to configure your Handy Proxy and set it up
adequately. Please refer to chapter 9 of this manual, Master configuration file and other configuration files.

In our example, when you start your Handy Proxy programme, you get on the screen the following information :

*** Your public IPF address is : {found by calling this link : http: /7 !

**+* TUpdated channel list at 1 29/12/2014-13:45:37

*** Fetching the Multichannesl HTTP/HTTPE Proxy Configuration and Users Database using the following address and port : 127.0.0.1:&008

This configuration can be shared - Geolocation results for this Handy Multichannel Proxy : Country= Country Code= Continent Code=
*++ From server side, your IP address appears as : - Beclocation : Country=Tmited States; Country Code=T%; Continent Code=HA/Horth lusrica
Checking proxy chanmnel ID 0 (Default Channel IDO) ==* Awailable <Intermnet> (2Z9/1Z/Z014-13:4E:40)

Checking proxy chammel ID 1 (Surfing Tunnel Chammnmel IR1) ==& Available {(Surfing Twmel Chamamel IR1) (22/12/2014-13:45:41)

Checking proxy chamnnel ID 2 (ChrisPC_Proxy_Chamnel IDZ) ==+ Available (ChrisPC Proxy Chamnnel IDZ) (23/12/2014-13:45:43)

Checking proxy channel ID 3 (UlcraSurf Channel ID3) ==+ Awailable (UltraSurf Charmel ID3] (23/12/Z014-13:45:43)

Checking proxy channel ID 4 (Channel IDR4) Not Used (Z5/12/2014-13:45:43)

Checking proxy chammel ID & (Chanmel IDE) Not Used (E5/1Z/Z014-13:45:43)

Checking proxy chammel ID & (Channel IDE) Not Used (Z5/1Z/Z014-13:45:43)

Checking proxy channel ID 7 (Channel ID7) Not Used (E5/1Z/Z014-13:45:43)

Checking proxy chanmnel ID 8 (Channel ID8) ==> Awvailahle [Daisy-Chained with: (EFF1EFEO14-13:45:43)

Checking proxy chamnel ID 9 (Channel TDS) Arvailahble [Daisy-Chained with: (EIF1EFFO14-13-45:43)

*xxiEnd . of the channel list *Exxrrzr

Extract from your Handy Proxy main screen

On this screen, you can see that your Handy Proxy retrieved your IP public address from a web page defined in the
« Link_to_fetch_the_Multichannel_Proxy_Public_IP_Address » parameter (« Multichannel_Proxy Master_Config.def »
file, click on the button below, default password : 1234).

Edit Master Config File # My Account | Handy Proxy Home | Channel Who Is | Handy Email |
Edit Current Config File I Share My Account | Handy Web Server Hume| Handy Browser I Handy Messenger |

You also can see that Handy Proxy was instructed (via the same file) to reach Tor in order to access Handyserv
databases by means of the « Fetch_Multichannel_Proxy Database Address/Port » parameter in order to make it point to
the address and port of the interface programme Surfing Tunnel (to the Tor network), which in this case can be found at
address 127.0.0.1 and port 6006.

Using the Surfing Tunnel interface and the Tor network, your Handy Proxy appears under an IP address which is different
from its public address. This information is communicated to you under the form of a geolocalisation which indicates that
you localisation was retrieved via your public IP address, and under which other IP address you appear to the Handyserv
server. Please note that all these exchanges are duly coded and encrypted.

(% surwg st S

Options pelp.

Ploase sel browses's proxy fo “127.000,1 : 8004

| ] [=]

ZqWare's Surfing Tunnel screen

On your Handy Proxy main screen you can see the 10 available channels, where they point to and the result of a
connection test. In this example, 5 channels are used. Three of them point to services that are different from a direct
access to the Internet (reserved to channel 0), and channels 8 and 9 point to two other Handy Proxies configured to be
routers (they are considered as accessible).

According to the chosen configuration, your various Internet browsers can have their traffic routed to one of these 10
channels. But default, channel 0 is selected, which means that your browsers will access the Internet directly unless they
are instructed otherwise via the configuration and filter files (see chapter 9 of this manual). You can route all the traffic of
a browser to a defined channel, or route only a part of its traffic.
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Let us take an example according to which you want to route the Facebook, Google and YouTube traffic, for all browsers,
to one of the 10 channels of your Handy Proxy. In order to do that, edit the « Handy_Proxy_Routing_Table.def » file and
indicate, according to a syntax you absolutely have to respect (as well as for all other configuration files), the names or
name parts of the web sites you want to force the routing, as follows in our example where access to Facebook will pass
through channel 0 and traffic to Google will pass through channel 8. Your Handy Proxy applies a scale of priorities ; this
one supersedes all others except the interdiction to access a determined web page which applies in the first place.

[ Provy_Fiouting_Toble DEF (1]

I

z
3

4 // Handy Proxy Routing Table - File name wust be : Handy Proxy Routing Table.def
5 /4 Line sterting with // or ! or { or * are comments
5

7

g

/¢ Handy Proxy (c) Copyright Handyserv — http://wow.hendyserv.com

15 //Facebook Forced Rounting
16  #0:facehook.com

17  #i0:fbodn.net

18 #0:akawaihd.net

20 /¢/Google Forced Rounting
21 #8:.google, com
2z #0:.googlevideo.com

24 //Video Forced Rounting
25 #i0:.vineo.com

26 #0:.vimeocdn.com

27 #i0:.youtube.

28 #0:.ytimg.com

Why force the routing of a determined web site traffic to a specific channel of your Handy Proxy : some web sites
attach importance to your geographical stability, as for example Facebook. If you pass through the Tor network, at some
point Facebook will let you know that you access their service inconsistently since your IP address changes regularly
(several times an hour). You still can proceed this way, but there is a much more comfortable alternative which is to pass
through another Handy Proxy in router mode with a static or much more stable IP address (a dynamic IP address
allocated by your Internet provider changes from time to time but lets you appear in the same geographical area and
using the same access provider). This way your geolocalisation by these geographically sensible web sites will be stable
since the Handy Proxy router can be in your house or at your office which are stable places. Hence, forcing the traffic to
some web sites to a determined channel allows to avoid the difficulties generated by an IP address which « travels » from
one country to another at the speed of light as the one which is provided by the Tor network. However, this network has
an undeniable interest for all web sites which are not protected by geolocalisation. We advise you to route the traffic of all
voluminous data (videos, music etc.) directly to the Internet without passing through a network as Tor that can sometimes
be very slow, which is not the case if you route this voluminous traffic to another Handy Proxy as long as you connect to it
with a fast Internet access.

Your Handy Proxy allows you to route your Internet traffic case by case, according to your needs or security and
speed criteria and holding into account the criteria used by the web sites you visit.

Your Handy Proxy also includes, to ease your navigation to the different web sites, a « Hot Switch » function allowing
your browsers to instantaneously switch from one channel to another.

To do this, and after having configured your Handy Proxy as in the example we have chosen that would correspond to
your usage, click on the « Hot Switch » button :

s Multichannel 11 TP /HETPS Prosy - Professionsl Version 1.0 u cgistration il stay vahd untd : - -Loaded configuration : Multichanncl_raxy_Lonfigus ation_L.cfg

Hem)ﬂ URL fifter and other s | [ Ui etemal b of IRL 7 = Alow URL dropping

ProxY EnabIEd selirgs | Hol Swich | Sho b [ Show sl [ Show dopped URL moussts [ Logeaffic

[Thus comimpun ation 5 avvesmble from Intormet Proxy Nams
i Handy Prosy wan aceesond diing the Lnst €3 bt by the fslieing uses Peosy Coutiguranion
I 'nr- -1 1

lon Wey lended
iim lewy loaded

Opening corfiguration fle ramed - Mubchareel Pucey Mastes Conbig def
[Muscharmel_Fiusy_Mastm_Contg del e LOADED saccesshiy
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You will then get the following screen indicating the connection status of your browers. In this case, we have installed 5
browers under Windows :

% Handy Proxy Multichannel Browser o [=] 3
€¢>20

Handyserv Multichannel HTTP/HTTPS Proxy - Hot Switch

Select the output channel for the following browser(s) :

Chrome | Internet Without Routing (Channel ID0) (= Available =) =l

Firefox [ Tor Network Through Surfing Tunnel (Channnel ID1) (=~ Available =) =|

Internet Explorer [ TorNetwork Through ChrisPC Proxy (Chennel ID2) (™ Available ™) |

Maxthon [ Handy Proxy At Home (Channel ID8) (*** Available ***) =l

Opera [ Handy Proxy At The Office (Channel ID9) (*** Available ) =l

Execute Changes

=l

When you pull down one of the menus on the right of each browser name, you get the following screen :

Handy Proxy Multichannel Browser =] <
€326

Handyserv Multichannel HTTP/HTTPS Proxy - Hot Switch

Select the output channel for the following browser(s) :

Chrome | Internet Without Routing (Channel ID0) (™ Available ™) =l

Firefox [ TorMetwork Through Surfing Tunnel (Channnel ID1) (*** Available *) =]

Taor Network Through Surfing Tunnel (Channnel ID1) (™ Available =)
Tor Network Through ChrisPC Proxy (Channe! ID2) (* Available =)
UltraSurf (Channel ID3) (™ Available ™)

Channel ID4 (Not Used)

Channel ID5 (Mot Used)

Channel ID6 (Not Used)

Channel ID7 (Not Used)

Handy Proxy At Home (Channel ID8) (™ Available ™)

Handy Proxy At The Office (Channel ID9) (*** Available **)

Internet Explorer

Maxthon

Opera

|

In this pull-down menu you see the 10 channels of your Handy Proxy and their connection status. At any time you can
choose the output channel for one of your browsers according to your needs. After having selected an output channel for
a browser and clicked on the « Execute Changes » button, your Handy Proxy instantaneously reconfigures and all the
traffic of the chosen browser will be routed to the new channel, except traffic to web sites whose routing is filtered or
forced to another channel as explained above (scale of priorities).

You have now completely configured Handy Proxy and are able to fully exploit the advantages of its different

output channels while being, as explained in the preceding subchapters, a user, a router and a messaging server
as long as your Handy Proxy can be accessed via your router’s NAT setup (as detailed above).
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1.3.4. One step further : interconnecting 2 Handy Proxies to reach another network

Now that you know what can be done thanks to the 10 available channels of your Handy Proxy, let us go even further
with a more sophisticated configuration.

It must be assumed that you have two Handy Proxies (Proxy A and Proxy B), Proxy A being connected to Proxy B (which
is accessible via the NAT setup of the Internet router, see chapter 2.1). By default all their exchanges are encrypted and
in this example we have allowed over-encryption of HTTPS and SSL exchanges. We also use, on both sides, private
encryption keys (refer to chapter 9 for the parameters associated to these different functions).

In this configuration, we have determined that channel 9 of Proxy A allows to connect to Proxy B. In order to allow one of
your browsers of Proxy A (for example Firefox) to reach Proxy B, all of this browser’s traffic must be routed to channel 9
of Proxy A (see « Hot Switch » function and associated parameter in chapter 9).

Now concerning Proxy B : if nothing is set up concerning Firefox traffic routing (local traffic and/or traffic coming from
Proxy A), all this traffic will flow to channel 0 of Proxy B. However, if on Proxy B a parameter specifies that Firefox traffic
must be routed to for example channel 5, in this case all Firefox traffic (local or from Proxy A) (passing through channel 9
of Proxy A in our example) will pass through channel 5 of Proxy B.

Let us imagine now that channel 5 of Proxy B does not point directly to the Internet, but to another IP address and
another port. In this case, logically, all Firefox traffic (local and from Proxy A) will pass through these other IP address and
port.

Now, figure out that these other IP address and port correspond to the SurfingTunnel programme we mentioned in
paragraph 1.3.3. In this case all Firefox traffic (local or from Proxy A) (passing through channel 9 of Proxy A in our

example) will flow through channel 5 of Proxy B that will route all the data to the Tor network thanks to the interface
provided by the SurfingTunnel programme.

This example illustrates the possibility to reach the Tor network or any other internal or external network via two
interconnected Handy Proxies. In other words, Proxy A mustn’t necessarily have a direct access to the target network
since it will pass through Proxy B to finally reach its target.

In the same example, the target of Proxy B could be a third Handy Proxy (Proxy C) that would allow to reach the Internet
in 3 steps. However, adding steps slows the traffic down according to the Internet connection speed of each Handy Proxy
(VDSL connections or faster must be privileged). We suggest not to pass through more than 3 steps, otherwise traffic
might become very slow. Please note that in our example Proxy C may not be Proxy A, since Proxy A must connect to
Proxy B beforehand, and Proxy B itself has to connect to Proxy C afterwords. This one will never be able to connect to
Proxy A (such a situation would create a deadlock, and Handy Proxies are protected against deadlocks).

Another very useful example of what could be done with 2 Handy Proxies is to allow to pass through anyplace in the
world from a proxy A (via a wifi access) to reach a proxy B (located at home or at your office), Proxy B being for example
set up to reach your Intranet via one of the 10 available channels. Again, you could decide that all Firefox traffic, for
example, passes through these 2 proxies to finally reach an Apache server that is not public, since in an Intranet. All
Handy Proxy access protections are at your disposal to guarantee that only duly authorized persons can reach the final
target of your configuration.

Remark : if one of the links in this chain fails, the whole chain could fail or become very slow as in the case of the Tor
network where the traffic can momentarily pass through a relatively slow Tor node.

This kind of configuration is available to you as long as you strictly respect the parameters of each of the
interconnected Handy Proxies. If your parameters are not consistent you might route the traffic of the chosen
browser to another channel and thus « miss » the wished path. In order to make such a sophisticated
configuration work, it is important to understand what are the IP addresses and ports used on the Internet.

Handy Proxy, Multichannel Handy Proxy, Handy Messaging Server, Handy Web Server, Handy Browser, Handy Email, Handy Messenger (c) Copyright by Handyserv 13



2. Handy Proxy Usage

After having installed the Handy Proxy software, you get the first screen below :
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Now you have to choose a name for your Handy Proxy. This hame must contain minimum 10 characters, with a maximum
of 50.

Concerning the configuration of your Handy Proxy, please refer to the following subchapters of this manual (see chapter 9
« Handy Proxy Configuration Files ») :

Subchapter 9.1 : Handy Proxy Master Configuration File (Multichannel_Proxy_Master_Config.def)
Subchapter 9.2 : Handy Proxy Configuration File (Default name : Handy_Proxy_Configuration.cfg)

These two configuration files manage all functionalities of your Handy Proxy and of its other modules. There are also
different additional configuration files (see chapter 9 « Handy Proxy Configuration Files »).
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After having chosen a name for your Handy Proxy, you get the following screen telling you that you are allowed to use the
Proxy with the selected name. However, at this stage you are (still) in « demonstration » mode. This mode allows you to
access specific web sites as Google or Youtube ; all other sites are unaccessible in this demonstration mode. This mode
allows you to evaluate the functions of your Handy Proxy and implies no commitment on your part.
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Afterwards, if you wish to use your Handy Proxy without any limitation, click on the « My Account » button on the lower
left corner of the screen here above to gain access to the screen below that will allow you to register and get your user’s
license. This license can be obtained for one single user or several users, according to your needs. After having
registered, you will receive a confirmation e-mail. You will then be able to share your license with your family, your friends
or colleagues for example. For more information on this, see chapter 3 « Sharing your account ». The only person able to
share and modify the license is its owner.

Handy Proxy, Multichannel Handy Proxy, Handy Messaging Server, Handy Web Server, Handy Browser, Handy Email, Handy Messenger (c) Copyright by Handyserv

andly Web Server

Handy mey

Welcome to the Handy Proxy account and registration page

Thé name of this

User
Account Creation
Please note that an account can be shared between different users
Click here If you want to share your registered account with other persons

——
—
—
Entervourpasswors [
Erterpasswocdagen [

Attuetion: ¥ou st wntes 4 rasly wved sl scdren
r ey

Hangy Provy is HMP_JJ

Entor your find néme
Ertet your it name

Erser your emasi

Save and create your registration |

13 +a
sty Prouy Homse Fape

T T e T ey

15



After having registered and obtained your user’s license, you will get the following screen
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A few seconds after the launching of your Handy Proxy, the software will update itself namely by automatically
downloading the default list of links which are filtered by Handy Proxy. Your own filters will be added into this list (for more
information, see chapter 9.6 « Handy Proxy Proxy Local URL_Filter_File.DEF file »).
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Explanation of the different parts of the Handy Proxy screen :

Main options and buttons of your Handy Proxy :

Reload URL filter and other files | W Usze external list of URL W Uze extended version W Allow URL dropping Load Configuration |

Proxy Enabled

LAaM and settingsl Clear events Iogl v Show traffic [~ Show all [~ Show dropped URL requests [ Log haffic

-« Proxy Enabled » button : this button allows to authorize or block all the traffic flowing through your Handy Proxy.
Thanks to this button, you can block all exchanges between your browser and the web sites that are open into it. It is
possible to make the Handy Proxy « transparent » for defined sites. For more information about this, see chapter 9.3
« Handy Proxy hmp_conf.pac file ». You can manage site by site the access/priority authorization that will be granted.
For more information about this, see chapter 9.9 « Handy Proxy Proxy White URL_List.DEF file ». It is also possible
to define, for a given site, the Handy Proxy channel that will « route » the traffic between your browser and the given
site. See chapter 9.7 « Handy Proxy Proxy_Routing_Table.DEF file ».

-« Reload URL filter and other files » button : this button allows to reload all configuration files mentioned above,
except the hmp_conf.pac file which is used by the browsers in real-time.

-« LAN and settings » button : this button allows to open the Windows menu (Local Area Network Settings) allowing
to define the Internet access via the Handy Proxy for your browser. We advise to use the hmp_conf.pac file which is
automatically configured by the Handy Proxy. Select option « Use automatic configuration script » and enter the
address as follows, for example : http:\\192.168.1.x:80xx/hmp_conf.pac. This address is indicated in the screen of
your Handy Proxy, see area « hmp_conf.pac file LOADED ». Please note that the name hmp_conf.pac can NOT be
modified and that the port to use is the one of your Handy Proxy + 1.

Local Area Metwork (LAN) Settings . il |

— fukomatic configuration

Aukomatic configuration mayw override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[™ Automatically detect settings

V¥ Use automatic configuration scripk

Address I http:/f192.168.1.25:8089/hmp_con

—Proxy server

¥ Use a prosy server

Address; |12?.I:I.I:I.1 Port: ISDBE advanced. .. |

™ Bypass proxy server for local addresses

Ik I Cancel |

In addition to this or as an alternative, you also can define here manually the address and port of the Handy Proxy
used by your browser. Select option « Use a proxy server », and enter in « Address » and « Port » areas the
information specified on the screen of your Handy Proxy. See area « The Handy Proxy is available in your LAN at
...». Please note that your Handy Proxy can setup this area automatically at its launching according to the parameter
« Automatic_Windows_Proxy_Setting ». See chapter 9.1 « Handy Proxy Master Configuration file
(Multichannel_Proxy Master_Config.def) ».
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Events log of the Handy Proxy :

Handy Prosy iz running under Yindows 7; Handy Prosy initislization...

Data Path : C:\Handy Prosyultichannel Prosp_ D ata'

Logaing Path : C:5\Handy ProswsMultichannel_Proxy_Logaging'

QOpening configuration file named : Multichannel Prosy b azter_Config.def
Multichannel Prowy Master_ Config.def file LOADED successfully

M anual Windows Prosy Setting option found

Opening configuration file named : Multichannel_ Prosy_Configuration.Mpdccount.ofg
Multichannel_Proxy_Configuration_Mydcocount.cig file LOADED successfully
[refault Filkering and Replacement Level = 3

Prozy Hame : HMP_MYSELF

hrp_conf.pac file LOADED: it is available by the following link :
http:/#192.168.1.144:8091 /hmp_conf_pac

Found “Windows configured ta uze the PAC file named :
http:/#192.168.1.144:8091 Ahmp_conf.pac

Handy Proxy iz istening to thiz Address - 127.0.0.1 / Port : 8090

LAM configuration found [Handy Prawsy is also listening o this address - 0.0.0.0)
The Handy Prosy iz available in pour LAM at; 192.168.1.144:2030

[OMLY requests coming from 192 168 xex pyy addrezzes will be accepted)
Encpted exchanges between Handy Prosies EMABLED

HTTPS overencrypted data exchanges between Handy Proxies EMABLED
Prozy Enabled - 18/01/2014-15:12:33

Prozy_dAuthonzed Connection_List DEF LOADED [15 items)
Prosy_IP_to_Users_Translation_Table DEF LOADED (16 items)
Prozy_Sting_to_|P-Destination_T able.DEF LOADED [4 items]
Proxy_Fouting_Table. DEF LOADED [10 items] - 18/07/2014-15:12:33
Prosy_URL_Filter_File_EXT.tat LOADED 25730 items] - 18/01/2014-15:12:34
Proxy_Local_URL_Filter_File. DEF LOADED [131 itemns] - 18/01/2014-15:12:34
Promy_wihite_URL_List DEF LOADED [25 iterns] - 18/01/2014-15:12:34

** | Jpdated channel list at : 18/001/20014-15:1.2, 34 ===

Channel ID 0 = Available <Intemet>

Channel I 1 = Available [HMP... Channnel D]

Channel D' 2 = Mot Uszed

Channel 1D 3 = Mat Ugzed

Channel |0 4 = Mot Uzed

Channel 1D 5 = Mot Lzed

Channel 1D 6 = Mat Uged

Channel 1D ¥ = HMP_SERY1 Mot Available

Channel D & = Mat Uzed

Channel 1D 9 = Available <ext> HMP_MYGATEWAY

** End of the channel ligt ===

Prosy_duthorized_Connection_List DEF LOADED (15 items)

Prozp IP_to_Users_Tranzlation_Table DEF LOADED [16 items)
Prozy_String_to_|P-Destination_T able DEF LOADED [4 items]

Prosy Routing_Table.DEF LOADED [10 itemsg] - 18/01/2014-15:14:40
Promy_URL_Filter_File_EXT.tet LOADED [25730 items] - 18/01/2014-15:14:41
Promy_Local_URL_Filker_File DEF LOADED [131 iters] - 18/01/2014-15:14:41
Prosy_white_URL_List. DEF LOADED (25 iterns] - 18/01/2014-15%:14:41

== | agt State Date and Time : 18/01/2014-15:18:51

-« Clear events log » and « Clear traffic log » buttons : these buttons allow to clear the respective areas of your
Handy Proxy screen.

-« Use external list of URL » option : this option allows to ask or not your Handy Proxy to filter the sites or links
included in the list which was automatically downloaded. This list is updated all 24 hours.

-« Use extended version » option : there are two lists of sites or links to filter, a simplified and an extended one. You
can choose the one which is most convenient to you.

-« Allow URL dropping » option : this option allows to authorize or not your Handy Proxy to filter the sites defined in
the different configuration files previously mentioned.

-« Show traffic » option : this option allows to list the exchanges between your browser and web sites. If you do not
need it, we advise you to unselect it but in this case you will not be able to click on a listed link to filter or re-authorize
it. Explanations about this are provided further in this manual.

If your Handy Proxy is a « traffic node » for other Handy Proxy users, the display of an event is different : it will not
contain the link called by another user in order to preserve his/her privacy. This kind of event will include the following
data : who called a link, at what time, and which exchange encryption reference was selected at T time between your
Handy Proxy and the one of your correspondent who logged in previously. As a reminder, the encryption mode
between 2 Handy Proxies changes automatically all 4 hours and completely all 24 hours.

-« Show all » option : this option allows to list all exchanges according to their priority.

-« Show dropped URL requests » option : this option allows to list the traffic to filtered sites in order to reauthorize
them if needed.

-« Log traffic » option : this function allows to save on disk all exchanges listed according to the options above. The
files are saved into the subdirectory ..\MULTICHANNEL PROXY_LOGGING. This function has to be used only if
absolutely necessary, since disk writing happens each time a link is called by your browser. This includes, for one
page, disk writing of the link to the page but also of all elements of the page that must be diplayed. This can lead, for
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one single page, to 10 disk writings if a page contains for example 9 pictures. This will obviously slow down your
Handy Proxy.

-« Load configuration » button : this button allows to reconfigure your Handy Proxy if you require several different
usage modes or if you need to connect to other Handy Proxies. Attention : the « master » configuration file is loaded
only once at the launching of your Handy Proxy. However, you can reload the configuration subfiles. See paragraph
9.2 « Handy Proxy Configuration file (Default name : Handy_Proxy_Configuration.cfg) ». You can create as many
configuration subfiles as you want with extension .cfg and use them at will as long as you strictly comply to the
compulsory syntax of this file.

See here below an example of Handy Proxy launching with a given .cfg file :
You can define for example which Handy Proxy channel will be used by a given browser.

[Proxy Mame = HMP_MYSELE
Proxy Configuration Naue = HMP_32006092273645539377

hanges between Handy Pr = ENABLED)

= ENABLED)

Firefox traffic will be
Internet Explorer OLD tr.
Internet Explorer traffi
Maxthon traffic will be

changes between Handy P
rypred data exchanges betus
ed data exchanges between
changes between Handy Prox

Handy Proxies = ENABLED)
dy Proxies = EWAELED
ENABLED)

D)

andy P LEE

- 18/01/2014-15:12:33
Invegraved Handy Veb Server 1s available from any browser using the following limk : hoop://hup myself handywebserver hupy
Routing hrep://hup_uyself.handywebserver bupr to local address 192.168.1.144:8051 allowed

ng hetp://hup_myself localsite hmpr to local address 127.0.0.1:8090 allowed

168.1.20:8082 allowed

ilable <Internet> {18/01/2014-15:12:35)
Available (HHP Chanmnel IDL) (18/01/2014-1§:12:35)
8/01/2014-15:12:35)

 "HNP_MYGATEWAY m 3 (C D3) 14 2:36)
==> Available <extr HMP_MYGATEWAT [Daisy-Chained with: HNP_MYCATEWAY] (18/01/2014-15:12:36)

Checking proxy channel I
++* End of the chamnel list

Hendy Proxy snd Integrated Handy Web Server Professiona 1 Version

This registered versicon is valid unedl : 07/11/2014

Login nams: Our Support Letzkey Team (ref: §-69-526-L - license(s) used at this time: 13/28)
Proxy name: HNP_MVSELF

Many thanks from the Handyserv Team for using this Handy Multichannel Proxy Professional versiom !

Checking validity of the extermal filter list of URL (file: Proey URL Filter File EXT txe) : OK!

Incegraced Handy Web Server is available from any browser using the following link : htep://hup_myself hamdywebserver hmpr

Routing hetp://hup_wyself.handywebserver.hmpr to local address 192.168.1.144:8091 allowed

Routing heep://hup wyself. localsite hmpr to local sddress 127.0.0.1:8090 allowed

Routing heep://localsite hupr to local address 127.0.0.1:8090 allowed

ng hetp: //MylanWebSite. hupr to loc
Y F 1

Handy Proxy channels connected to the outside world :

This area indicates « how » and « where to » the 10 channels of your Handy Proxy are connected. By default and
automatically, channel 0 is always connected to the Internet via your router. All other channels (from 1 to 9) can be
connected to a predefined address and port or to another Handy Proxy user. In those cases, several messages may
appear in this area :

- Messages appearing in green indicate that the connection is operational.

- Messages appearing in red always indicate an error : either the chosen destination does not exist or is not available,
or you have routed a channel to your own Handy Proxy (« deadlock » case), or the message is « Access denied »
which means that the destination exists and is available, but that you cannot access it. You consequently have to ask
this destination to autorize you to access its Handy Proxy. See explanations further.

== | |pdated channel list at : 18074207 4-14: 47 27 ===
Channel 1D 0 = &vailable <lntermet:

Channel 1D 1 = Available [HMP... Channnel ID71]
Channel 1D 2 = MNat sed

Channel 1D 3 = Mot Uzed

Channel 10 4 = MNat sed

Channel 1D 5 = Mot Uzed

Channel 10 & = MNat sed

Channel 1D ¥ = HMP_SERYT Mot &valable

Channel |0 8 = DEADLOCE. with HMP_MYGATEWAY
Channel 1D 9 = <ext> HMP_MYGATEWAY = ACCESS DEMIED!
*= Fd aof the channel ligt ===

** |_azt State Date and Time : 18/01/2014-14:41: 31

On the following screen, you can notice in the upper left corner that the Handy Proxy is available on the Internet
for other users (« This configuration is accessible from Internet ») (see how to proceed further in this manual).
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When a user wants to connect to your Handy Proxy which is turned into a router, this user must first be authorized to do
so. Here is how to proceed :

e ¥ AL F L ion 7 Alove UL dhapping Load ntiar,
Proxy Enabled
J!—h[]ﬁsmmr' Shoss o [ Siom dapped UFL requosts 1 Leghalic. Dhe bl
Thiz coshgalioe iz acces st hom Interal Treay Kame = MIB_ICOGATERAY
48 houst by e

iguration Nese

arcly Fausy it muneing urnder firoess 7. H aredy Proey iiskzalion.
i Pt C\Hncy_ Py H b s Pooog_Dizh
wmvﬂ Lmﬁ P H-l-chummwy\ XL
v ) 7oy Myt
T v o i Eavlg o e BAD iemnrs m
N-ﬂl\iuldmeSIh:Wlnm
Diserirg exniipssin s narveel. Micharesd oo, Cirfiguration DEAD el
i arra e Corke i 11650 ey LACET) e by
efonsk ¥ being anclFeglooemen Level
gy Hame - P WVTRAT 'l
Ivce_conk pac e (TIAL D & rvaksble by e iokowing ik
mm 50681 54 caripas
el s MI:MIMMIHM
n; A/V50 V6B 54 BOEL wry_cori
Farly Py is itering o i .m-n 2R P G0
i conft sl B Pl ]
Haneky Proe b 3 sl gt LN o T
mnrwn e bor 1942 165 e gy ackamiies wall by scoapled]
rMJMMW(MmHMﬁwKI%IFP

F;.eil abded - 1001 20141448 38

z

2]

mu.. LDEF LOACED [1'5 e

i?\e" dation_| r#eﬁr I.D-'.BEB I|E!¢"‘ |
l\u\- ',mJ_Io | PLsmstraston_T abis
FragFi

CUFL_Fim_Filn_ ET b LOUADED) (25124 mrs| - 1M|:}01|4dn
Fia Lozl LPL_ ln_F-DiFLm.Dim 29 barv) - 1BAZT18- 184340
Froe whis_UFL_Lis DEF LIADIED [2] bl - BT1/2014 144340

5 Undaled cherved b o 18 \J f S TRTE L
Chonms ) s ko
|mn Mh\vM

[Charrist [ s DEADLICK. with HWP_MTATEwiky

ol L.u Sioa Do et Teva. 1B/ 184345

My Ac:*.nmi| Shage M;-'Acmuml Chviane) Wi Iﬁ| Handdy Web Server He.ma| Handy Proxy Hmm-| Handy lesar|

First, the user who wishes to connect to your Handy Proxy (which will become a router for this user) appears in the list
below. Click on the user in question. In our example, we click on user « HMP_MYSELF » :

Reload URL filter and other files

Proxy Enabled

Thiz configuration iz accessible from Intemnet -

Thiz Handy Prosy was accesszed duning the lazt 48 hours by the following users:
[Access right iz set to; Deny From All But Allow)

LAk and settingsl Clear events log I

HMP_MvGATEWwAT [Local User)

HMP_DEFAULT [Remaote Uzer trying to connect] - 18/07/2014-12:09

HiP_bvSELF [Remote User tying to connect] - 18/01,/2014-14:49 b
HTTP_MYACCOUMT [Remate Uzer trving to connect] - 18/00/2014-14:18 ;I

When you have clicked on the user you want to authorize, the confirmation screen below appears :

@ Do you want to ALLOW access to the following user: HMP_MYSELF
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If you confirm, the selected user will be automatically added to the authorized users list as you can see on the following
screen. In this list, « Local User » indicates that the Handy Proxy itself is allowed to access the Internet.

Reload URL filter and other files §

Proxy Enabled

Thiz configuration iz accessible from Internet -
Thiz Handy Prosy was acceszed duning the lazt 48 hours by the following users:
[Accesz right iz set to; Deny From All But Allow)

LAk and settingsl Clear events log I

HMP_bYGATEWSY [Local zer)

HMP_MYSELF [Allowed; remote User] - 18/01 /201 4-15:01

HMP_DEFALLT [Remate User biving to connect] - 184001 /2014-12:03
HTTP_MYACCOUMT [Remate Uzer trving to connect] - 18/00/2014-14:18 ;I

To allow a user to use your Handy Proxy as a router between him/her and the Internet, you can, either proceed case by
case as explained above, or define a group of users via the following configuration file : Handy Proxy file
Proxy_Authorized_Connection_List.DEF (see chapter 9.4). This configuration file includes a function allowing to authorize
any user to use your Handy Proxy as a router. Attention, this option must be used with caution. We advise to define users
one by one.
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2.1. Making your Handy Proxy accessible for other users

In addition to what was explained previously about allowing remote users to access your Handy Proxy, it must be
accessible from the Internet. To achieve this, you have to configure your router and more specifically its NAT function.
Each router being different since there are a lot of possible providers, we cannot possibly explain in the present manual
how to proceed for each of them. We provide here below links to three sites providing exhaustive explanations. The first
one provides an overview with a video tutorial. The second one allows to identify the router you are using and
consequently the method to follow in order to modify the NAT table that will have to point to our Handy Proxy (address
and port can be retrieved via your Handy Proxy’s main screen). The third site is also very useful to allow you to define the
NAT table of your router.

This is not very complicated to do, and this method is very widely used.

Please note that none of the users connected to your Handy Proxy will know the address and port of your Handy Proxy or
the Internet address which is yours if you are configured in a dynamic IP address (same applies if you are using a static
IP address). Concerning this matter, the Handy Proxy includes a function allowing to update your dynamic IP address,
thus allowing the connected persons to work in a transparent mode. Remark : when your dynamic IP address is modified
by your Internet provider, your Handy Proxy notices it within a very short delay and the update occurs then
instantaneously to make the unavailability of your Handy Proxy as short as possible (a few seconds usually).

Router B

THEEASY WAYTO
SET UP YOUR -
PORT FORWARDMNG.

How To Gel an Open Port

ﬁttp://www.nch.com.au/kb/10046.html Hﬁ_p://portforward.cofn

_ﬁt-tay'/-setuprouter.com

Important remarks concerning some routers : some routers of your LAN to the Internet do not allow a PC in your
LAN to send data to an Internet site pointing to your own network. Figure out, for example, that the PC on which you
are using your Handy Proxy (name : HMP-1) has got the local address 192.168.1.25 and that you want to use the
functionalities of another Handy Proxy in your network that would be configured as a router with address 192.168.1.50
(port 8085, name HMP-2). When setting up HMP-1 so that it can route exchanges with HMP-2, you could, if your router
matches the case explained here, not be able to connect from HMP-1 to HMP-2. Of course, this has a meaning in a local
area network only if you want to test some functionalities. It is obviously meaningless, in a local area network, to pass
through the Internet to access another PC in one’s own network. If your router is in the case explained here, it is
nevertheless possible to connect from HMP-1 to HMP-2, but you must setup HMP-1 by indicating for the chosen channel
the IP address of HMP-2 and not its name (see your Handy Proxy setup). This also applies to the case in which you
would like to make the functions of your Handy Web Server and Handy Messaging Server on your HMP-2 available for
your own network and for remote users.

In short, internal users of your local area network will have to setup their Handy Proxy to point to the Handy Proxy in
router mode and in Web Server/Messaging Server mode via the physical address of this PC in your network, for example
192.168.1.50 (port 8085). On the contrary, remote users of your LAN and Handy Proxy in router mode (and in Web
Server/Messaging Server mode) will have to indicate that they want to connect to the name of this Handy Proxy (in this
example : HMP-2).

From a practical point of view, for people who should use the services of one of your Handy Proxies in router mode
both from within and outside of your local area network, we suggest to create two configuration files that will be used
according the usage case (internal or remote).
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2.2. How to authorize or not the access to a web link

When you use your Handy Proxy, if you check the option « Show traffic », all links to HTML, PHP,..

. pages are listed. If

one of these links does not suit you or is not useful to you, you can make it unaccessible in order to decrease your traffic
and thus increase your Internet access performances. In order to do so, just click on the link.

o Mitichanne] HTTR HTTPS P Prodessional Version 10 (registration wil stay valid util: 07,11/ 2014) - Loaded conligueation : Multichannel_Presry_Configuration_ MyAceount.clg
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Here is the screen that appears if you click on the link « http://www.anysite.com/anypage.html » as in our example :

¥ Use extemal list of URL ¢ Use extended version v Allow URL diopping Load Configusation
¥ Show traffic [~ Show all ¥ Show dropped URL requests [~ Log raffic Clear traffic log

Mysalf > L3 >

Dafault Channel IDO / 5745 = GET http://www.anysite.com/anypage.html HTTP/L.1
self > L3 > Default_Chamnnel IDO / 5745 = GET htep://www.anysite.com/snypage.htul HTTP/1.1

Handy Proxy Multichannel Browser =101
¢«

Handy Proxy URL Disable Function
Be careiful while using this DISABLE function...
List file : "Proxy_Local URL_Fiiter_File.DEF"

Select one item in this list :

|“anyoage html” {filtering efficiency level = 1/5 - this file or picture will be unreachable) =

Do you really want to DISABLFE saccess to this file, picture or URL ?

Go to top page

In this screen, you can scroll through the list that will allow you to select the blocking level you will apply to the concerned
page, link or entire web site. Be very careful while using this function, since it allows to block, for example, all sites ending
with a « .com » extension. This can still be meaningful if you want to block all sites of a certain kind or having a given
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extension. However, we advise against proceeding this way and recommend to act case by case instead. Generally
speaking, it is better to block a given page or even a complete web site.

When a page or a site has become unreachable, it is possible to reauthorize it. To do so, you must first check the option
« Show dropped URL requests » in the main menu and ask your browser to open the page or site. Afterwards you have
to click on this particular link in the screen of your Handy Proxy. The following screen appears then. You just have to
confirm the reauthorization. Please note that you also can use the Proxy_Authorized_Connection_List.DEF file that lists
all your filtered links, pages and sites.

W Use extemnal list of URL [ Use extended version v Allow URL dropping Load Configuration
[¥ Show tiaffic [~ Show al ¥ Show dropped URL requests [ Log tiaffic Clear baffic log_ |
Dropped UBL Reguest > Myself > L3 > 1672 = GET hutp://wim. anysite. com/amypage.html HITP/L. 1
[=IE]Ee]
€220
|

Handy Proxy URL Enable Function

Martching found in file "Proxy_Local URL_Filter_File.DEF"

www.anysite.com/anypage.htm!

Do you want to ENABLE access to this file, picture or URL ?

Go to tep page
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3. Sharing your account

When you are a registered user you can share your license with other persons of your choice according to the type of
license you have chosen. Only the owner of the license can share it. The people you authorize to use your license will
never be able to share it with others.

At registration time you must carefully define your needs in terms of number of Handy Proxies you will use with your
family, your friends or in your company. We advise to provide for a few additional licenses to avoid being limited too
rapidly. For example, if your family counts 5 people wishing to use a Handy Proxy, on 5 different PC’s, we advise you to
use the upper license (for example for 10 users).

In order to share your license, click on the « Share My Account » button which is in the bottom menu bar of your Handy
Proxy. You will then get the following screen, where you have to enter your password (see the standard parameters in
your Handy Proxy’s configuration files) :
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e
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= =L=alb f3 25
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g : - =
Handy Pro
1
X h 7
b ¢ - -
PR—— e aoed a i e 1125, ity datn: 02/ 12012
User
v Account Sharing
= {an account can be shared between different users)
iy Enter License Password o continue |sesesisse
frch Web Sevve date s fime - 1B012012:17 2250 HMP, TEST
=
Mmeun'Hsh:lrs lym:cnuml Chmmlw?mlﬁl Handy Wb Sm\mlﬂnmel nmmymwnuml Hmwnrmrl
The following screen will appear if you are not the owner of the license you are using :
=T
Ao x| [
Coutatony
&
|
_SSR
I
A 2 o N
ndy PEox.
2 e lede
Welcome to the Handy Proxy account and registration page
The narme of this Handy Froy is HMP_MYSELF
Sorry, you have no access right to modify, renew or share the account you are using !
(Please contact the following person or organizatlon i necessary)
Oamer firstname.
Oamier last nama.
Cwmer email
Repistration Information:
sccoun canasis] avd o s eve. 3251 vty da v
: =l
My Nmnml} Share My AW\IJI\Y! Channed Wha 15 | Handy Web Server Home | Handy Prosy Home | Handy Browses
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If you are the owner of the license, the screen below will appear. This module is an e-mail generator allowing you to
customize the message that will be sent out to the addressees included in the mailing list(s).

This e-mail generator is dedicated to the distribution of the license and of other files of your Handy Proxy. The syntax of
the message must include some mandatory information, otherwise the message will be rejected.

The body of the message may contain some keywords as indicated in the help text included into this module. These
keywords will be dynamically replaced by the program according to your Handy Proxy’s setup. You absolutely must
strictly comply to the syntax of these keywords, otherwise you will not get the expected result.
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Lo Condguaion |
Cha g |
-l x|
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Foer | Concarming - Handy Prov icensa and ofher data files
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e | Crgar Sir o Madam
P,
P,
s | Our Suppart Letzkey Team (nutes youta Instad he Hancy Proxy poGrEMME 1 your PG Wil Lsng NISTEr kcense for ree
o,
e
™ | You willfind in armex of this message the file (hmpr_Lusr) cortaining this icense. It must be saved in your PC directory whare yaur own version of the Handy Proxy programme is {or will be) instalied
=i
s ¥ou wil aiso fingin annex of s message (anjomer fle(s) fex Praxy_Local URL_Fiker_Flle DEF) containing Handy Proxy data This or tese fies must be saved in ihe supdireciony named "Mubichannel_Proxy_Data” Installatian of mese ather fles 1s optionnal
+| accarding s your choice
| Afterwards, the Hardy Praxy programme must be relaaded in order ta fake into account the new registration parameters oflered by Our Support Letzkey Team (contact email . letzkey@gmail com)
| ¥ younavent installe Hancy Prosy programme ye1, we imvite youto aownioad it e his ik
s
g | Best regands from the Handy Proxy Team - Web site i s handvsar com
P,
P
e ‘The License you recelved is pranted to. _,,‘
0 e
ot [orer 1o s - |
™ | iPA el Proey_Dateprony Loss FL Pt P CEF It of s dfred L Pt
L VBt Frocy_Dote ey Wi 1513 5 o e defoe W UL )
=
I { weseaesi -
" e -
¥ Toam k. S4BT e ot e 17671
o
T
Honwunr| Share urm;cuu\ll Channel Wha |5 | Handy ‘Web Smwrhwml Handy Proxy Home ‘ Handy Browser |

This program features a text editor allowing you to modify the body of the message that will be sent out to the persons of

your choice.

schamu 141301 17 prney - rniesions verwan 18 (n a1 7814) i : Lrvwey_i T =
Proxy Enabled |m|—nun |= = s 5 e UL gy Lo Corigpnnion |

Shom i T~ Shie T Sheon dugpad LR e [ Legnalie

L e Enail st

Send Email I i

ngmf s #flandy_Ueh_Serms_WPaged i< Ps

eTY) <8
LCR*90800A0* »< B> Khmp_a_hdc-B><FONT> (Vo con msk <Dodbap_n_s# Fhwp_s_nd<B> to allov you to cBicommunicate an the [nteznet in strong secrypted modec lls betwees your and this

L o

mmunr“we My Account | Channel Whe 15 | Handy Web Server Home | Handy Proxy Home | Handy Browser

Handy Proxy, Multichannel Handy Proxy, Handy Messaging Server, Handy Web Server, Handy Browser, Handy Email, Handy Messenger (c) Copyright by Handyserv

26



In this program you can introduce the e-mail addresses of your correspondents and save them into different files, each
one being able to contain up to 250 addresses.

- o T P —— 2
| FekadurL 3 7 7 s UL, thopping Lowd Conigpanion |
Proxy Enabled ==
ey |
= e
=
“uy
e
s Lot o
e
e 2
e
e
=
] i | B
T =l
My}\cwuni| Share My Account Chamalwrmls] Handy Web Server Hnma‘ HandyﬁmcyHomn| Hand,-arw;ar|

Around the middle of the screen of this module, you can attach other files of your Handy Proxy to the license sent to your
correspondents, as for example your file containing the sites and links to filter.

This module uses the services of your Internet provider to send out e-mail. You thus have to setup this module according
to your provider, and more specifically the « SMTP Host » area where you must enter the link to the SMTP server of your

Internet provider. Please refer to the documentation of your Internet provider to identify this server. You also have to
customize the « From » area, otherwise your messages will not be sent out.

The « To » area allows to send one message at a time, without making use of a mailing list.
There are other parameters in the other tabs, but in principle you won’t have to modify them, since they are standard.

Important remark : it is strictly forbidden to use this module to other ends than distributing the license of your Handy
Proxy. Any non-compliant use will lead to immediate termination of your license without any prior notice.
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4. Channel Who Is

If you use different channels of your Handy Proxy in order to access another remote Handy Proxy or any other routing
node (proxy), it is interesting to know from where you will access the Internet. The « Channel Who Is » function,

accessible from the corresponding button, provides this information.

When the screen below appears, choose a channel by clicking on the proper button. Your Handy Proxy will then send a
request to know the public IP address corresponding to the selected channel. For example, if channel 9 of your Handy
Proxy points to another Handy Proxy located in the United States, the public IP address that will be sent back will be
American. On basis of this information, a geolocalization will occur and a Google Map (c) positioned according to the IP

address will be displayed. This will allow you to know from where you access the Internet.

As a reminder, all exchanges between 2 Handy Proxies are encrypted, which means that your exchanges from the place
you are located will never appear in the clear all the way up to the point where is the other Handy Proxy you correspond

with, allowing you to work in an uncrypted mode on the Internet.
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5. Handy Integrated Web Server With Encrypted Page

As standard your Handy Proxy includes an additional module which is a complete web server. This server allows to host
HTML, Javascript, PHP pages and images (JPG, GIF, PNG).

This web server can be reached only via your Handy Proxy, which means that the hosted pages can be accessed only by
Handy Proxy users who were authorized to do so. In other words, you can create totally private web sites. Moreover,
since the data that flow between the Handy Proxies are encrypted, your web pages hosted by your integrated web server
will never be crawled and indexed by search engines. The privacy of your data, pages, etc. is perfectly preserved. In
addition to this, you also can encrypt your pages as we will see in the next chapter.

Concerning PHP pages, at the installation you are provided with a copy of the original PHP modules (which are in the
public domain). However, you do not have to use this installation because it is possible to instruct the web server to use
another one. See the « Handy Proxy Master Configuration file (Multichannel_Proxy_Master_Config.def) ».

The HTML, Javascript, PHP files (etc.) must be placed into the ...\Handy_Web_Server_wwwRoot directory of your Handy
Proxy. Attention : PHP INCLUDE files must be placed into a different directory (see further in this manual).

By clicking on the « Handy Proxy Home » button (in the bottom menu bar of your Handy Proxy), you will open your Handy
Browser which is described in a specific chapter of this manual.

You will get the Handy Web Server default page that was created at the installation. Its name is index.html, but you can
modify it according to your needs and the kind of service you want to provide to your correspondents. Clearly, you can
create all pages of your choice making use of the HTML and/or PHP language.

— s MuiichanIe] HETRHTIPS Prowy - Frofesssonal §ersion 10 {regéstration sl sty valal wnfil | 07711201 4) - Lisdes

o v I Py Coe o o A=
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10| 2=
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Welcome to the Handy Web Server

The name of this Handy Wb Ssneris HMP_MYSELF
If you are rupning in yeur PC this Handy Web Server infagrated in the Handy Proxy named HMP_MYSELF [ar using it thraugh peur LAN)
or if your are remotaly connected o this Handy Web Server through the Handy Proxy named HMP_WMYSELF,

you can resch it Lsing the following Nnk : hitp:fhmp_my seif. handywebssrver himgr

Thig is the defaull page (inde
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Heare follow all the web links available only through this Handy Proxy :
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Moy Wb Semer date snd hime © §BOVILA523:35 (HMP_AMYSELF)

ifyou ara uging fhe Handy Browssy, you can open s pega in ercrypied made (ncmy

Handeh Saner Bome Page  Mandy Wil Serdyy Penle Mansgenant Page  Elaod Web Sener Encaated Tos! Poge  Handy Wl Sorder PHE Vool Poge  Hande Wb Serer CG) Togd Page  Baddy Pudy Bos Pag
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My Account | Share My Account | Channel Who Is ” Handy Web Server Home | Handy Proxy Home | Handy Browses
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The screen below displays the page named « encrypted_index.html ». This page was previously encrypted by the page

encryption program provided as a standard feature (and described in a specific chapter of this manual).

- sicwns 110 registeation sl story vald wnlil | 07718/2014) - Laded cosfiguration | aultichannel_Prosy_Canfiguestion Fylscot iy

Welcome to the Handy Web Server
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. If yew are rurning in yeur PC this Handy Web Server intagrated in the Handy Proxy named HMP_MYSELF jor using it through yeur LAN)
or if you are remately connected to this Handy Web Server through the Handy Proxy named HWMP_MYSELF,

you ean reach it using the fallowing Mk : myseif harid verhmpr

Thiz is the defaull page (index Mimi) and you can modify It a5 you wsnf in arder o Bk your own wekb sile |
Thig Handy Wb Senvar can process "HTML” ar "PHP” peges and slso "GET, "POST" or "CGI* raquesls

You e soceasng this page by the Mandy Proey named | HE MYSELF

Here fallow all the web links available only through this Handy Proxy :
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ke 0 e Handy et Server i
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Remark : right-clicking on the screen of your Handy Browser gives access to the contextual menu you can see on the left of the screen below. This

menu includes standard browsing functions. It can also be accessed from within the main menu which is on the top left of this browser.
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You can integrate into your web pages specific commands that will be understood only by the Handy Browser provided in
the package. These commands are :

- NO_EDIT : this command prohibits the edition of your pages if they are accessed via your Handy Browser
- NO_PRINT : this command prohibits the printing of your pages if they are accessed via your Handy Browser
- NO_SAVE : this command prohibits the saving of your pages if they are accessed via your Handy Browser

In order to make these commands « inescapable », your pages must be encrypted via the functions provided as standard
in this package. Thanks to this, your pages can be viewed only from within a Handy Browser. In the following example, a
web page was created including the three commands here above. It was encrypted and is thus accessible only via your
Handy Browser.

The syntax of these commands is the following :

<%*-- #Handy Web Server_commandif —->

In this syntax which is in fact an HTML comment that your Handy Browser will understand and interpret, « command »
must be replaced by NO_EDIT, NO_PRINT or NO_SAVE. The other browsers will not do anything with this command
since they will « see » it as a simple comment.

If you use several of these commands, there must be one line by command in your pages. The syntax of these
commands must be strictly respected, including lowercase and uppercase letters. For example :

£*—— #Handy WYWeb Server_HO PRIHTH# —->
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From within the default web page, you can gain access to another page allowing to test your integration of PHP modules

from the « php-test.html » page. This page will allow you to call PHP modules via a GET or POST command.
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Welcome to the Handy Web Server PHP Features

- The name af this Handy Web Seaver is HMP_MYSELF

Enter any text fo continue
PHP test using GET request!

Enter any text to continue [T i a test

|PHP test using POST uquost!|
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My Account | Share My Account | Ghannel Who is [ Handy Web Server Home | Handy Froxy Home | tandy Browser |

By clicking on the GET or POST button on the previous test page, by calling the « php-demo.php » page, you will get the
following result listing the version of the PHP modules that are installed as well as the request result. You can thus create

PHP pages of your choice and make them available via your Handy Web Server.
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Welcome to the Handy Web Server - PHP Test Page

The marme of this Handy Web Sewver is HMP_MYSELF

Current PHP wersion : 53,13

Request method : POST
Received parameter : hmp_text_value = This+is+a+test
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Welcome to the Handy Web Server

This is 2 simple CGI program example
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From within the default web page you can access another page that allows to test the CGI functions of your Handy Web
Server from the « cgi-test.html » page. This page allows you to call a CGl module made available at the installation in the

..\cgi-bin directory under the name « demo_cgi.exe ».
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C
- The name of this Handy Wab Serar is HMP_MYSELF
; This is a CGI TEST page
A
- Erter any text to continue [This s sother test
I
Gol
Handy Wb Serar dato and lime - IV L1552 10 SAMP_MYSELF)
Hancky 't Sorver Home Page  Mandk Veb Seevee Bemote Maragerers Page Pagn  Harcl VWob Sove ONP Toxt Prge  Handy Wb Sevee O3 Tot Oage  Hanol Py Home Cage
Srkore ey et S T -éF

nymoun| mmmmnq cmnmwnou“umurmsomuwnq Hammﬂ«m| Hmarm|

By clicking on the « Go ! » button on the previous page, by calling the « demo_cgi.exe » module, you will get the following
screen listing all the classical CGI parameters. You can thus create your CGI modules and make them available via your

Handy Web Server.

riumy_Conigueation_Mpsccont g

Web Server

Welcome to the Handy Web Server

1 This i 2 simyple G program exampls
Walues passed in HTTP FOST mode :

Drata Length : 35
Dot | hirg_tod_vali=This+is+anothar-+est

- Environment variables

by ‘et Sevver - 06
My Account| Share My Account | Channel Who 15 |[ Handy Web Server Home | Handy Prosy Home | Handy Browser
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Important remarks :

All HTML, Javascript, pictures or PHP files must be placed in the ...\Handy_Web_Server_wwwRoot directory.
You can create subdirectories in this directory where these files can also be placed.

All PHP INCLUDE files must be placed in the ...\Handy_Web_Server_wwwRoot\php_includes directory.

See paragraph Handy Proxy Master Configuration File (Multichannel_Proxy Master_Config.def ; parameter name :

Path_To_PHP_Apps) and the PHP configuration file (php.ini ; parameter name : include_path).

All CGl files must be placed in the ...\Handy_Web_Server_wwwRoot\cgi-bin directory.
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6. Handy Web Server File Encryption

As explained in the previous chapter, you can encrypt your HTML, PHP, etc. pages in order to protect your developments
in case you are sharing your pages with other persons using a Handy Proxy.

In the following overview you can see, on the right, the screen of the page encryption program. The pages may include
specific commands (see previous chapter) that will be understood by your Handy Browser. By right-clicking on this screen
you will open the menu you can see on the left and, if you try to print the page that is displayed, a window will open
indicating that this function is not authorized.

2 P G0 [Fip e handpesbsene: fepuisscrysted_indes Hmi

Saach b ?
P & 3T vebcom o be e Y0 I
e — o
Handy Browser
Click Right Menu = ==
Fi -Back
Rt
e
S
— Welcome to the Handy Web Server
Toon
Amat
BLL - Fulterass | Tha name of thiz Handy 'Web Senvaris HHP_WSERVY
FAZ - Hade | Coapla
Thig HTML page was encrypted Liging the program named : handy_webszerver_file_sneryption. exe
Werdsery Have N containg the NC_EDUT, MQ_PRINT and the NC_SAVE commands
= L [These commands disabis reapeciamd the E0IT. PRINT, PRINTSCREEN and SAVE funchions of the Ry Brossss. Sew e maoel for sxplanstion
d If you are runming in your PC this Handy Wab Server integrated in the Handy Proxy named HMP_WSERV1 for using it through your LAN)
Vs o or if you are remotely connected o this Handy Web Server through the Handy Proxy named HMP_ WESERVY,
Few S et
Prowy Settig: you can reach it using the following Nnk : hip:ifimg_wssry, hmpr
s Hordy Broeser 1
Thiz is e defsull pags (index himll ard you can moedify d 58 you werd b arger Io build your own web sie |
Thig Hendy Wieh Senear can procass FTIL or FHP® pages and also GET,, "POST or TEI" requasis
¥ow et sccesaing Bhis page By the Havd Prosy samend - HWMP_WSERWT
Hete fallow 2l the web finks available aniy through this Handy Preky :
{0 ar hanges Batwesn Handy Prosses ans July encapded 1o both drectons
Print Frwm| Print this pq.| View Soum.f(— B Y [ e hervhrrestaorer b knaryried e himd
ey Pracy and Wandy Wab.. |
- =
Sorry, this encrypted document can not be printed or edited!
HMP_WSERW1 === =Handy_Web_Sarver ENCRYPTED_DATA# [These sncrypted data can be used OMLY by the Handy Browser)
Mora infarmatian awvailable here: hilp Twes VEERV COIm
=]

T ]

Any other browser that would be used to visit this previously encrypted page will display the following message.
Encrypted pages MUST be accessed via your Handy Browser.

| 4 Handy Proxy and Han: * '\ o2
S92 |Q| gllhﬂp ihmp_wserd handywebserver hmpriencrypted_index bt Search o j

Handy Proxy and Handy Web Server - Version 1.0 - Encrypted Data |

HMP_WSERV1 === #Handy_Web_Server ENCRYPTED_DATA# (These encrypted data can be used ONLY by the Handy Browser!)
More information available here: hitp /www handyserv.com

| W |1nternet &
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Here is how to encrypt your pages :

Go to your Handy Proxy’s directory and launch the « handy_webserver_file_encryption.exe » program. You will get the

following screen :

Handy Web Server - HTML, PHP and other Web Files Encryption

File to encrypt

[ e| Encrypt this filel Quit |

=18 x|

Handy Web Server - HTML, PHP and other Web Files Encryption

Enter or select above the File you want to encrypt...

Select, in the directory of your choice, the HTML, Javascript, PHP file of your choice or any other text file you would like to

encrypt. The file appears unencrypted on the screen. Click on the « Encrypt this file » button.

web Server - HTML, PHP and other Web Files Encryption

File to enciypt
[C-\Handy Mulichanel FrowssHandy_Wisb_Server_mereinofiingis himl 2| Encrypt this file | Quit |

=10l x|

<HTML==HEAD=
<META HT TR-EGLIN="Conbent-Type® CONTENT="texdbtmk charsetswindows-1252%
<TITLEsWeicame to the Handy Wab Server<TITLE=

<HEAD=

<l #Mancly Vs _Server_hi0_ECATE =

< #Hancly_Vizk_Server_MO_PRINTE -

<1-. #Hanchy_VWel_Server_NO_SAVES -

<BODY BECOLOR="#/hi0" TEXT="#100060"

<CENTER=<FONT FACE"ARIAL "= <lx
SRC="tp: V.G I_preciymuticharnel_proiy_jog_wabservar g s<Px

<H1==fant color="#D000G0=\elcome 1o Ihe Handy Vst Serverant==Hi=

<P=<fant color="#000080" The name af this Handy Web Server is fort calor="#A00000" _Wiish,_Server | it

<P=«BirfoNt Golor="#O000S0">

If youi 8 ruPaing in yeur PC his Handy Vb Server rlegraled in he Handy Presty nsmed =fanl coler="8A00000" <B=#Hsrdy_\Web_Sarver_Mamad=B==Morts (or using § through your LAN)=BR= <8R
or it you are remately connected to thes Hendy Web Server through the Hancly Proxy nesmed <font color="#A00000¢= <B=dHandy_Web_Server_hlame#</B<ffont= <BR=<ER=
rou can rasch it using the tolowing Ink - FHandy_Weh_Server_Link#=Tont=

=B

<P==fant color="#000080"= This is the defaull page (inde: Himi) and you can macity i &5 you went in order to buid your cwn web site |<BR=

Thiz Handy ¥eb Server can process "HTML™ or "PHP” pages and also "GET", "POST" or *C0F requests</fant- <f»

=P==ShlALL=Y0u ane accaseing this page by the Heancdy Procy nemed | =tont color="£A0 0000 ==B=rHancy_Web_Server_Whil@= 8=« foni=SHMALL==Fx

<P==Bt=Hers follow 8l the wib links swvsitsible only through this Handy Praxy = B=<BRs

<SMALL (ol b iy Provies are tully encrypied in both directions p/SMALL> <BRt=<BRt=

eHanchy_Vviek_Server URL_List#af=

=P==BR=<Shitl L=Handy Web Server dabe and time - FHancly_Web_Server_Daba¥ (=fonk color="¥ADID00"=B=fHandy Wb _Servar_Mame#=Ee=font=1=/SHALL »=/F=

<Pa<ERlf you are using the Handy Browrser, you can open this page in encrypied mode: (<4 HREF="#Hardy_iWeb_Server_URL#jencrypted_index himi*>encrypted_index himi</sj<f>

|eP==SMALL==A HREF="fHandy \Web_Server_URLI™Handy Web Server Home Page=ias
irb=p &nbsp Anbp,

<A HREF="#Hanchy_VWeb_Server_LRL&icontiy hbmi*=Hancy Wb Server Remote Management Page<if=
Erbepdnkep Snkep

< HREF="$Hancly_Vveb_Server_LURLEEncrypled_Page hmi®sHandy Vb Servar Encrypled Test Pagesios
Erbsp Erbsp &nbsp;

<A HREF="7Hancty_Yveb_Server_URL#iphp-test.imr=Handy Vet Server PHP Te=t Page<fi=

anbepanbsp Enbzp

< HREF="#Handly Web_Server_LIRL#egitest HimP=Handy Web Server 00 Test Pageis

&rbsp &nbsp Snbsp;

<A HREF="#Hancly_Wab_Server_HPaQe#"=Handy Froxy Home Paeis<SMALL=<f»

=A== F ONT==CENTER=

<BODY =< HTML=
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The program will then encrypt your file by creating a back-up of the file under its original name followed by a .bak
extension. The encrypted file has got the same name than the original file. You must place this file in the
.\Handy_Web_Server_wwwRoot directory of the web server.

We advise against encrypting files in this directory since you could forget to delete the .bak files. If you delete the .bak
files in the web server’s directory you might delete the unencrypted source files. Be very cautious while using this
encryption program, since the process is irreversible. We do not provide any decryption module, except the fact that your
Handy Web Server and your Handy Browser are able to decrypt these pages. If we provided such program your pages
would be decryptable by third parties, which would make this function useless.

To avoid any loss of data, we invite you to create your web pages into an « X » directory, to copy them afterwards into a
« Y » directory to encrypt them thanks to this program, and to finally copy them into your Handy Web Server’s directory.

eb Server - HTML, PHP and other Web Files Encryption ‘Jﬂﬂ
File to enciypt
[ Fandy MuliChannel ProsHandy_Web_5 erver_mwmloctiindsx il EI Encrypt this file I Quit ‘

=l Hendy el Server and Mullichannel HTTRMHTTPS Proxy - Encrypled Deta - Wersion 1.0, More infarmation evaisible here: bitp e handysery.cam --=
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che07 1 YDEDr SN OdsuCNERDEbME HEDE N0 ZEqOp Ky U P IKCP ek Dpb I T5vi0E D 3Cn0c b THDATENG TMPER o LMD HST I CI TRP A n DX LdHK O ZEna S 4D SaPhS s UMDIET CLT SavShaX 0 Zar REDGSNT EaS oM A COpa0d KST0GPMHREN T TvONHECMMURT3eCobgSM
HEC R TRSNT oo TR N T Tl AR IO BB CAWE Y Pl PP S cHn DB C 2P THE G @ e Sl ey e Tolblecf LM SpPv e LuC s3c T b P O PpocHeP snnDySr P PV SIPRCsPRPHUTEES sPYPs TwiibgRduGMPHPcHa C oo ZHe Ts To@sHnFN
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IR b ENL VLD GO T JDr GRS JaUP S PO EANIS T DKF VT DpPHDRLIVHW Gl HOT TDSCNIPpL VEMNKUCHR LGS 5007 XT MITIC:20'Y CpOuTMHSUSHIDE HInSMLice PK oG OCLARCGaPCYEEES TP UEE3XDUSLTMOr CoSIFGILIT ShC s 3Pk CoL gRtavSNIGNPTS
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File index_html is now encrypted
This file can be usexd by the Handy Web Server which will decrypte it automatically.
Do not forget to copy it to the directory of the Handy Web Server | . Handy_Web_Server_wwwRoot )|

Backup of this file Is named ; index.html.BAK
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7. Handy Browser

Your package includes a browser named Handy Browser. Handy Browser is a browser as many others ; it is based on the
Chromium (c) technology and is thus compatible with today’s Internet technologies. You can use it to visit Facebook,
Youtube, etc. However, the current version of this browser does not allow to install add-ons as Java or other tools as
customized navigation menus, etc.

Handy Browser is not, consequently, a « full-feature » browser, but it is able to display the pages encrypted by the
« handy_webserver_file_encryption.exe » programme (provided in the package) and made available via your Handy Web
Server. For more information about this, please refer to the previous chapter.

Hanely Browser { New poge ) e =100 x|
¥’ FE G O [New page Search w7
# € 3 2 Brordrer-v * Oweicome ot * | [Mosdicsted wet *  WMaking yourc = WFreeveipfor = IlSenproute- = Blvoutuse Bl cocgie % EwelcometoFe * f MNewpage <\ & AF

Handy Browser Version 1.0 (c) Copyright 2014 by Handyserv

List of opened tabs

B Handysery - Web and Softwars Devalopment

@ Walcome 1o the Handy Proxy account and registrati on page
Diedicated Web Server - VO - UPS Event Monitoring Version 1.0
Making your Computer Accessible from the Fublic Intermnet

Frae Halp Fornwarding Ports - PortFonward com

SetupRouter - How To Satup & Metwork Router

YouTube

Goagle

Welcome to Facebook - Log In, Sign Up or Leamn More

EZwie

Handysery Home Fage

e g 4

Handy Browser offers, in addition to the multi-tabs function, classical navigation features as well as « full screen » options
that are described further in this manual.

i
X & (0 O |httpthwsw handyseny, com/ Searchl o ?
é:" & E/IHandyﬁew—Weband x\ﬂ’ <] |

'H;'}i&ys;ew A

O home O contact us

Design of Dedicated Web applications, Web Servers and Client applications with Embedded YWeb Browsers
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Here below you can see an example of the call of a web service available via the address and link rerouting that we will

see further in this manual. This web site is not public and was completely encrypted by a Handy Proxy.

As you can see, your Handy Browser allows multi-tabs. You can see that one of the tabs is open on Youtube, another on

Google and a third one on Facebook.

Hanely Brawser { Dedicabed Web Server - 10 - UPS Event Monitaring Yersion 1.0} g =101 x|
X #mof Search | b
# & 32 Birdrerv * Dweicome ot * fDloedcaed vie Y WMsking yourc *° WFeebeipfor * Ilsenchouee * Bvoutube % [H Google Y Pwelcome o Fe * * [lNew page 5 | g

Dedicated Web Server - /O - UPS Event Monitoring Version 1.0
Environment/Weather Averages
Copynghl (2] 2008, Letzkey - hnps wew. le1zkey. com
Server zide Date/Time : 3107/2014 - 09:50:40
Yo are currently logsed as ugar ¥01ups93 (# 1) - Database 1.4
Wind Speed= 0.0 mis
Sensor 1: Temperature (average, 1 hour or 12 x 5 minutes)
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Here are examples of use with public web sites :

as
L
=
°
®

== v =
iie » : —— 5

Here is an example of use of your Handy Browser with an encrypted page containing specific commands (for more
information about this, please refer to the previous chapters) :

[htp itemp_wserl handpwehsenves hep dencrpted_inda s bmi ?

K ad Smch e S5
E Y ) Weicoma o the Han p

(-]
o

riitheg

Hare
L =]
= Welcome to the Handy Web Server
Som et

FLL Pl Serem | Wl Sereen The name af thiz Handy Yeb Server iz HHP_WSERV1
F1Z il [ il Vs

Farchsary Home Fage.
Zearch,

This HTML page was encrypted using the program named : handy_websarver_file_sneryption.axe
a5 e
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7.1. The different screen modes of the Handy Browser

Your Handy Browser offers 4 « full screen » display modes. You can either call them via the main menu of this browser,
or by right-clicking. In this case you will get the following menu with functions F11 and F12, which means that these 2
functions are also available via your keyboard.

F1 - Back

F2 - Farward
F2i- Brevious Tab
F10 - Mext Tab
Refresh

Home

T

Zoam +

Zoarm -

Zoorm Resek

F11 - Full Screen ! Mormal Screen
F1z2 - Hide | Display Menus

Handysery Home Page
Search

Copy URL bo the clipboard

Qper a new browser with this LRL
Dpen & new Eab with Ehis LRL
Save fFile

Wiew Source

Mew Browser
Proxy Settings
Close Handy Erowser P

The 4 modes are (as illustrated by the screens below) :

- Full display of menus, tabs and Windows title bar ;

- Partial display of menus, tabs and Windows title bar ;

- Partial display of menus and tabs ;

- Display of the web page only (contrarily to other browsers, this mode allows you to keep access to the Windows task
bar).
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8. Handy Communication

8.1. Introduction

Your Handy Proxy includes two additional applications allowing to communicate with persons using this same tool. These
two programmes are named Handy Email and Handy Messenger.

As explained previously, all exchanges between Handy Proxies are safe and encrypted. The same applies for these two
programmes that also exchange data in a safe and encrypted way by sending them through your Handy Proxy.

These two applications operate solely in « computer to computer » mode (client-server) without using any storage
Internet website, which guarantees full confidentiality of exchanges between your addressees and yourself. The principle
is to create a messaging server via a Handy Proxy. This server is a PC dedicated to this function inside a family,
an association or a company. It should ideally be available 24 hours, 7 days a week, but it can also be used for
other applications since your Handy Proxy is a Windows task as another, non exclusive. If you expect a high volume of
data exchange between this server and your addressees, we advise you to fully dedicate a PC to that function. It will then
be a true server since its machine time will be entirely available to the Handy Proxy and its server functions. The
Windows version of this PC can be Windows 2000, XP, 7 or 8, which means that any PC, even older, can be used.

We repeat that if a messaging server you are trying to connect to is not available (not on-line or switched off),
you will not be able to send messages to your addressees via this server. It is therefore crucial that this or these
machines are available via the Internet at the time you want to send your messages. Please refer to chapter 2.1
explaining how to proceed. In spite of this, it is still possible to communicate with servers that are available only from
time to time ; your messages will then be processed only when these servers are accessible. This situation can make the
exchange delays randomly long, since you and your addressees would have to connect at the times of server availability.

How do these applications work ?

If your addressee is connected in your LAN, exchanges will happen locally without using the Internet. In the case of a
remote addressee, these two programmes will use Internet as a data carrier, in client-server mode as previously
explained and in a totally safe way since all data will flow via the Handy Proxies (the one of the server and the one of your
addressee).

To achieve this, these programmes will first try to connect to the server(s) locally (inside of your LAN) and if this attempt
does not succeed, they will automatically launch a remote communication attempt by using the Internet as a data carrier
and still in a client-server mode via the Handy Proxies.

All the message exchanges are based solely on the « http » protocol, which means that no other communication protocol
is used and no specific communication port is open on your side or on your addressees’ side. Again, this method
guarantees the safety of exchanges since it does not require to open a port that could be accessed otherwise than via
your Handy Proxy that includes the indispensable access protections as explained in the preceding chapters.

Since these two programmes connect from computer to computer in client-server mode, the possible connexion problems
between your configuration (server and/or client) and your addresses’ configuration must be managed. In order to solve
this kind of problem that will unavoidably happen since the Handy Proxies of the target servers might be off-line at a given
time, your Handy Proxy contains, in addition to its other functions, a messaging server that allows to safely deliver your
pending messages. It must be clear that the messages that remain pending because the target servers are not on-line
stay on your side, waiting to be delivered. If one or several messages to one or several addressees is not immediately
sent out, the messaging server included in your Handy Proxy will attempt, for 8 days (priority mode), to reach the target
server(s) to deliver the pending message(s) as soon as possible. Afterwards (non-priority mode), when the target servers
are on-line again, your messaging server will immediately deliver the messages which are still pending and which are
dated of more than 8 days.

Consequently, the best way to use these two applications is to let the Handy Proxies that are used as messaging servers
work as often as possible so that they can send your pending messages to your addressees. This will also allow you to
receive the messages that were sent to you as soon as possible.

The defined servers will be contacted in two different ways :

- Slow mode : this mode is the one by default when the Handy Email and Handy Messenger applications are not
active. When a message is received, your Handy Proxy starts the concerned application (in the event it is not active
yet) and the fast mode is engaged. The slow mode (« slow polling ») corresponds to a 10-minute cycle.

- Fast mode : this mode allows to fetch and send your messages to the defined servers in a fast way. The fast mode
(« fast polling ») corresponds to a 1-minute cycle for Handy Email and to a 30-second cycle for Handy Messenger.
This mode gets back to slow after 15 minutes.

Handy Proxy, Multichannel Handy Proxy, Handy Messaging Server, Handy Web Server, Handy Browser, Handy Email, Handy Messenger (c) Copyright by Handyserv 43



The state of your messaging servers is displayed on the Handy Proxy screen according to the slow or fast mode. You can
cancel this visualization via a parameter (see chapter 9, file Multichannel_Proxy Master_Config.def).

In order to send an instant message or an e-mail to an addressee, you have to know both the name of his/her Handy
Proxy and the name of the server he/she is connecting to, i.e. the name of the Handy Proxy used as a messaging server.
These two informations must be entered manually into the file defining the addressees and the target servers (see next
paragraph).

The method according to which you have to add manually the names of the Handy Proxies of your addressees to be able
to write them is classical and similar to other services. Thanks to our method, you will communicate only with the persons
included into the addressees’ list and nobody else will be able to send you messages. This allows to stay exclusively
inside a circle of well-determined addressees without ever receiving spam or unsollicited e-mail from unknown persons
(ultimate anti-spam solution). However, the Handy Proxy team found it interesting to give addressees who are not
included in your list the possibility to write you in a way that their messages reach you and stand by, in a transparent way.
This will work only if this person knows the name of your Handy Proxy. This allows to start exchanges in one direction ;
you are then free to add the person(s) in question into your addressees list if you wish to. The applications will tell you
whether such kind of messages are on hold. You will not have to include their senders into your list to read them, since an
overview function allows to read the messages without opening them. You can remove a message you do not like without
opening it, and its sender will not appear anymore. If on the contrary you are willing to correspond with the sender, one
click of the mouse allows to include him/her into the addressees list and you will be able to reply to the message, forward
it to other addressees, etc.

8.2. Configuration of Handy Email and Handy Messenger : first steps

First and foremost, and before being able to send an instant message or an e-mail, you have to create your addressees
list as well as the list of the messaging servers you will connect to. The principle is exactly the same as when you send an
e-mail via your usual applications, since you add to your addressees list the name of your addressee followed by a server
name, both items being separated by the @ character, as for example « john@emailserver.com ». In our case, the only
difference is the syntax : you will use the « > » character instead of « @ ». For example, as we will see below :

« Kimberly>Bradley » translates by : « Kimberly » can be reached via the server named « Bradley ». This is identical to
the way your usual messaging solution works. The syntax difference, via the « > » character, allows to clearly differentiate
one application from another in order to avoid the integration of classical e-mail adddresses in the Handy applications and
vice versa.

The addressees list can solely be accessed via the Editor we have included in this package, since this file is encrypted.
You can also protect the access of this file by a password. You could afterwards provide this file to family members,
friends or colleagues ; they will not be able to modify it since they will not know your password. For more information
about this, please refer to the configuration files of your Handy Proxy and more specifically the file

« Multichannel_Proxy_Master_Config.def » which is encrypted and password-protected (password by default : 1234).

Your addressees list follows a syntax that must be strictly respected, otherwise, either it will be rejected (by the
applications that make use of it) with an error message indicating which problems were encountered, or you will not be
able to send messages to an addressee because for example his/her server is ill-defined (or non existing).

Important remark : the applications systematically check whether the defined servers exist and whether they are
present into the Handyserv databases as recognized users. The same verification applies to the addressees. In
case of syntax error, server or addressee duplication, the applications will send no message unless those errors
are corrected in order to make sure that your messages reach the right addressees on the right servers. It is your
responsibility to create existing and consistent servers and addresses.

At the launching of your installation, you must first give your Handy Proxy a name of your choice that you will be
able afterwards (and only afterwards) to define as a messaging server. If you try to reach a server which is not
defined yet, the applications will notice that there is an anomaly and they will not start ; they will display an error
message instead. This PC will have to be accessible via the Internet if it is not connected to your local network.
Please refer to chapter 2.1 of this manual which explains how to proceed and how to share your Handy Proxy
and its messaging server functions.

ATTENTION : if your configuration is also used as a messaging server, you cannot modify the name of your
Handy Proxy since your addressees will use your machine as a server. If this name changes, they will not be able
to retrieve you.

Now, let us take an example of definition via the Handy Proxy configuration file editor.

In this file, you must first and foremost define the server(s) you and your addressees will connect to. Any server that

would have been defined after the addressees list will not be held into account, and an error message will automatically
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appear to tell you that a definition is missing. After having defined the messaging servers, you will be able to include
your addressees list, as in the following example.

Here is the screen of this editor open on the addressees list. This file can be reached via the « Edit » menu, « Edit
Addressee List » item available in the Handy Messenger and Handy Email applications :

%'Handy Messenger 1.0 - Current User Name: STANLEY
Menu | Edit  Opkions  Abouk

Sta Find Crl+F see is Kimberly
Copy ZEr I
Con oot Al Chrlta Iy started at 22/09,/20
Delete Message(s)  Chrl+D IERLY >
b Delste Al Messages
[~ 1 EditAddresses List  Cirl+E = Me =

Hello, how are you doing ¢

=i-Handy Proxy Configuration Files Editor - ¥ersion 1.0 i = IEllil

File

Encrypt and Save File |

1 Server named s

XY¥Z_user l>any se

Ver name

XYZ_user 2>any se

Ver name

-
1 | »

|Current edited file 1 C\Handy_MultiChannel_ProxswiMultichannel _Proxy_DatalCommunication_Server_and_User_List, DEF i

The definition of your messaging servers, either local or remote, must respect the following syntax :
Define_Messaging _Server=[server name];[local IP address in your network]:[port]

The « IP address » and « port » parameters are optional, and are to use only if you have to reach your server from within
your local network and possibly from the Internet via a laptop for example, if you are outside your local network.

Define_Messaging_Server=any_server_name;192.168.1.xx:80yy

This means that the server « any_server_name » will be accessible from the Internet via its address « IP:port » in your
local network. Please refer also to chapter 2.1 of this manual.

If you never gain access to the local network of the server you want to connect to, define it as follows :
Define_Messaging_Server=Bradley

In the example above, « Bradley » is the name of a Handy Proxy used as a server and having to be defined as previously
explained.

Remark : every server definition you will add will make it necessary to connect to it in order to check whether messages
were sent to you or in order to send your messages. This can take some time. We therefore advise you to limit the
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number of servers you will connect to. A number of 10 up to 15 servers seems reasonable. We advise you to gather your
addressees on the same server, or to distribute them over a low number of servers.

After having defined the server(s) (and only after), you will list your addressees as follows :
Any_user>any_server_name

More specifically, and as in the example shown above :

Kimberly>Bradley

This address translates by : « Kimberly » can be reached via the server named « Bradley ».

After having defined your addressees and servers configuration file, you will be able to check this configuration as
follows :

In the menu bar of Handy Messenger and Handy Email, the « About » item and the « List of my remote Handy Messaging
Servers » option will give you the status of your connections with the different servers you are connected to. There are
several possible cases : either a server is in your local network, or it is accessible only from the Internet. If a server is not
accessible, this will be clearly indicated and you will be able to see if you are connected to this server via your network or
from the Internet.

This list updates regularly but not in real time. If the status of a server changes, a certain delay is necessary before this
option lets you know about it. The reconnection, if necessary, happens automatically and always after a delay of a few
minutes.

It is imperative that the PCs that are messaging servers via the Handy Proxy remain switched on ! Otherwise they
obviously will not be available and you will not be able to send messages to these servers. However, you will be
able to create messages that will remain pending until the connection to the server(s) in question can be re-
established.

n Password <

©

’7 | 2 L mmeer
I— L= SShO] :155’\”’
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8.3. Handy Messenger

As explained in the introduction of this chapter, we remind you that this message exchange programme is completely

secure and will only work between Handy Proxy users. It is therefore a condition that your Handy Proxy is running on your

PC, otherwise Handy Messenger will not work since it will not have access to its safe and encrypted communication
channel.

Here is the home screen that suggests you to login with your password (see configuration files to know more about this) :

Handy Messenger 1.0 =10l x|

Menu Edit Options  About
Status : Waiting for Login

Welcome to
Handy Messenger 1.0

A Peer-to-Peer Application (*)
= Login Password &=

—

©

() This application uses the Handy MultiChannel Proxy Encryption features

hitp: e handysery. com

=] ¥ Smiley
. SEND
[
Once you are logged in, your addressee list appears :
[ andy essenger 10 Corrent User namesstamey IR
Menu  Edit  Options  About
Status : Waiting addressee selection
©
Addressee List
™ ciney
Welcome to T ety
™ seotty
Handy Messenger 1.0 O sty
™ vritney
A Peer-to-Peer Application (*)
Reload this list
(") This application uses the Handy MultiChannel Proxy Encryption features
http: S handysery. com
=] 7 Smiley
.| SEND
[
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After having selected (checked) an addressee, you can start exchanging messages with him/her ; write your message in
the lower part of the screen and click on the « Send » button to send it out, after which your message appears in the

upper part of the screen and is immediately sent out to your addressee (as long as his/her Handy Proxy is on-line). If this
is not the case, as we will explain further on, your message(s) will be « pending », i.e. waiting to be sent later. A series of
blinking indicators allow you to follow the status of your messages. On the screen below, the indicator is « Wait. », which

means « Waiting to be read » by your addressee to whom the message was already delivered. Moreover, new messages
that have not been read yet appear against a light orange background.

¥ Handy Messenger 1.0 - Current User Name: STANLEY

_lol x|
Menu  Edit Options  About

Status : Your current addressee is Kimberly

Conversation with addressee Kimberly started at 22/03/2014 - 14:55.57

[~ 14:59:13722i09/2014 > Me > KIMBERLY > Wait. (.)
Hello !

Addressee List

™ Cinay

Wait. ™ Kimberly
Seotty
™ shirley

™ whitney

Reload this list

=] ¥ Smiley

. _SEND

On the following screen the addressee had read the message since its state is not « Waiting to be read » anymore. The
addressee has replied, and his/her message, with the status « New », is appearing against a blue background. On the
addressee side, his/her message will have the status « Waiting to be read » until you see the screen below.

%' Handy Messenger 1.0 - Current User Name: STANLEY

=] 3]
Menu  Edit Options  About

Status : Your current addressee is Kimberly

Conversation with addressee Kimberly started at 22/03/2014 - 14:55.57

[T 14:59:13722i09/2014 > Me > KIMBERLY > (.)
Hello !

[T 15:01:05/ 22/09/201 4 > KIMBERLY > Me > New

Addressee List
Hello, how are you doing 7

™ Cinay
V' Kimberly
I seotty
™ shirley
™ wiitrey

Reload this list

= 3 Smiley
. SEND

We have made available a range of smileys to enhance your messages. Click on the « Smiley » button in the lower right
corner of the screen to gain access to the following screen allowing you to select the smiley(s) of your choice.
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Handy Messenger 1.0 - Current User Name: STANLEY o [m] 53
Menu Edit Options  About

Status : Your current addressee is Kimberly

Conversation with addressee Kimberly started at 220972014 - 14:58:57

[ 14:59:13 7 22/09/2014 > Me > KIMBERLY > (_;)
Hello !
[T 15:01:05 1 22/09/2014 > KIMBERLY > Me >

Addressee List
Hello, how are you doing ?

H o
Click on a Smiley or on the Cancel button = Sootty -
Pl
@ @ ® @ ©D e ©® @ eload this list

P00 960 @ & ®me B &

G @ ©Q W ¥ @ W W @ 9

ee pge @B 0000

& & & @ 0 9
(€]

I'm fine and yau 7

= @ Smiley
. SEND

Here, once again, your message has immediately been sent out to your addressee :

Handy Messenger 1.0 - Current User Name: STANLEY

1o =]
Menu Edit Options  About
Status : Your current addressee is Kimberly

Conversation with addressee Kimberdy started at 220972014 - 14:58:57
[T 14:59:13 7 22/08/2014 > Me > KIMBERLY > (;)
Hello !

[T 15:01:05 7 22/08/2014 > KIMBERLY > Me >
Hello, how are you doing 7

[~ 14:06:27 § 22/08/201 4 > Me > KIMBERLY >
I'mfine and you 7 @

Addressee List

™ cingy
¥ kimberly
™ seotty
O Shirley
™ whitrey

Reload this list |

=] 73 Smiley
.| SEND
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The following screen indicates that all your messages were sent out to, and read by, your addressee :

Handy Messenger 1.0 - Current User Name: STANLEY £ EI|5|

Menu Edit Options  About
Status : Your current addressee is Kimberfy

Conversation with addressee Kimberly started at Z2/09/2014 - 14:55:57

[T 14:59:13722/09/2014 > Me = KIMBERLY > (‘)
Hello !
[ 15:01:05/ 22/09/201 4 > KIMBERLY > Me > Addressee List
Hello, how are you doing 7
[~ 15:06:27 / 22/08/2014 > Me > KIMBERLY > O Cinly
I'm fine and you ? @ ~ Kimberly
I Seetty
I shirley
] Whitney

Reload this list

| ]
. SEND

You can send links to web pages or sites. If you click them, your Handy Browser will open on the page that was called.

On the bottom of the screen you can see the link when you move your mouse over it, to show you that it is identical to
what is indicated.

Handy Messenger 1.0 - Current User Name: STANLEY =[Ol x|
Menu Edit Cptions  About

Status : Your current addressee is Kimberly

Conversation with addresses Kimberdy started at 22092014 - 14:58:57

[ 14:558:131 22/09/201 4 > Me > KIMBERLY > (‘)
Hello !

[ 15:01:05 1 2208201 4 > KIMBERLY > Me > Addressee List
Hello, how are you doing ?

[T 15:08:27 § 22/09/201 4 > Me > KIMBERLY > ™ cingy
'm fine and you ? ¥ Kimberty

[T 15:34:16 1 22/08/2014 > Me > KIMBERLY > r Seotty
Can 1 suggest you to visit my web site as follows http:/stanley.handywebserver.hmpr ? O Shirley

™ wmitney

Reload this list

=] 3 smiley
. SEND
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At any time, you can delete a whole conversation or one or several messages being part of it. Check the message(s) you
want to remove, click on the “Edit” menu and use the “Delete Message(s)” function, which can also be called via the
Ctrl+D keys. Attention, contrarily to the “Delete All Messages” function, removing individual messages does not call any
confirmation submenu and this action cannot be undone.

JR=TEY
Menu | Edit Options  About
Sta Fird Ctrl+F see is Kimberly
Copy, Chrl+Ins:
Com ot al Chrita ly started at 22092014 - 14:58:57

ERLY > (')

b Delete all Messages

[71 EdtAddresseelist Chrl+E sMe> Addressee List
Hello, Tow are you doing 7
¥ 15:06:27 1 22/09/201 4 > Me > KIMBERLY > I cingy
" Ir'm fine and you 7 @ ¥ iimberly
I Sty
™ Shirley
™ wbitriey

Reload this list

=] 3 Smiley
.| SEND
\
You can print the whole conversation if you want, as on the screen below :
JRISTEY
Menu Edit Options About
Printer Setup... Ctr+S ht addressee is Kimberly
Print preview  Ctrladt
i T c e Kimberly started at 22082014 - 14:58.57
We > KIMBERLY > (‘)
[~ 15:01:05 22i09/201 4 > KIMBERLY > Me > Addressee List
Hello, how are you deoing 7
[ 15:06:27 ] 22109/201 4 > Me > KIMBERLY > ™ cingy
I'm fine andyou 7 © 2 Kimberly
™ scatty
O Shirley
™ amitney

Reload this list

= 7 Smiley
., SEND

While drawing up your messages, you can gain access to several spelling dictionaries that you can select. If a word
appears in red when you are writing a message, right-click it to get suggestions if available.
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In the same “Options” menu, the “Edit Addressees List” function allows you to modify your addressees list via the editor
that was especially designed for that purpose, since this file is encrypted and its access is password-protected. Please
refer to the configuration files chapter to learn how to proceed.

R
Menu  Edit | Options  About

Hello, how are you doing ?
[~ 15:06:27 § 22/08/201 4 > Me > KIMBERLY
T fine and you ?

Status  Defauk FantiCokrs... Ctko lis Kimberly
= »

Afrikaans

Braziian Portugusse
Breton

Bulgarian
Catalan-Yalendia
Catalan

Croatian

Czech

Danish

Dutch

English (Sauth African)
Engish_aT
English_CA
Engiish_GB

Estarian

Frangais_TOUTES VARIANTES
French

Galician

German
German_AT
German_CH
Greek.
Gujarati
Hebrew
Hindi
Hungarian
Telandic
Ttalian
Kurdish

Conversa e gt addressas List Arabic B
—_—— e
I 145913/ 3M8/701 4 > Mo > KIMBERLY 1
Hello ! Belarusian
Bengall
I 15:01.054 22/092014 > KIMBERLY > Me g0 Addressee List

Lan

I cindy
¥ wimberty
Scotty
™ shirey
™ wnitney

Reload this list

Lakvian
Lithuanian

Hepal

Morwegian Bokm Sl

=l &3 smiey
., SEND

Norwegian Mynorsk

Occitan
Falish
Portuguese
Ramarian
Russian
Seottish Gaelic
Serbian
Sinhala
Slowrak,
Slowenian
Spanish
Swahili
Swedich_FI
Swedish_SE
Telugu

Thai
Ukrainian
Vietnamese

You also can choose the font you wish, its size and color, as well as the background color of the screens.

Menu Edit Options  About
Status : Your current addressee is Kimberly
Conwersation with addressee Kimberly started at 22/09/2014 - 14:58:57
[ 14:58:131 22/09/2014 > Me > KIMBERLY > (")
Hello !
[T 15:01:05 i 22092014 > KIMBERLY > Me > Addressee List
Hello, how are you doing 7
[ 15:06:27 i 22/09/2014 > Me > KIMBERLY > I cindy
7 2 ¥ ki
Mmfine andyou? (@ Edit Default Font and Colors x| 9 ey
Scotty
E ™ shirey
™ wmitney
g Reload this list
Some normal text Link Colar
« HotSpotltem u
« Bold Text -
o ltalicized Text W
s Code Taxe =T
Font Name Background Font Size
«| [cTvellow 12 3
il Black s
Azl Narrows
Bookman ld Style fetits
Bookshelf Symbol | clManey! reelJ
Bonkshelt Symbol | clSkyBlue I
Bookshelf Symbal
Epscss el | oyt Cancel
=] #F Smiley
.| SEND
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8.4. Handy Email

As explained in the introduction of this chapter, we remind you that this message exchange programme is completely
secure and will only work between Handy Proxy users. It is therefore a condition that your Handy Proxy is running on your

PC, otherwise Handy Email will not work since it will not have access to its safe and encrypted communication channel.

Here is the home screen that suggests you to login with your password (see configuration files to know more about this) :

Wroaemadio -1a(x]
Menu Edit Options  About
Status : Waiting for Login
Welcome to
Handy Email 1.0
= Login Password = A Client-Server Application (*)
(™) This application uses the Handy MultiChannel Proxy Encryption features
http:/fiwww.handyserv.com
Pending : 0
Once you are logged in, your addressee list and your folder list appear :
ﬁHandy Email 1.0 - Current User Name : KIMBERLY o ] 4]
Menu Edit Options About
Status : Waiting addressee or folder selection
©
Folder List

™ Recsived Welcome to

I Sent Handy Email 1.0

™ Deleted

) A Client-Server Application (*)
Addressee List

O Eradley ﬁ

| Kimberly ﬁ

| Stanley ﬁ

| Wahitrey ﬁ

I xyz_orgarization_1 [ ™) This application uses the Handy MultiChannel Proxy Encryption features

O YT _organization_2 E

™ yz_user_1 ] http:/fiwww.handyserv.com

| XYZ_user_2 ﬁ

Reload this list |
Pending : O
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After having selected (checked) an addressee, you can start exchanging messages with him/her ; write your message in
the lower part of the screen and click on the « Send » button to send it out, after which your message appears in the
upper part of the screen and is immediately sent out to your addressee as long as his/her Handy Proxy is on-line. If this is
not the case, as we will explain further on, your message(s) will be « pending », i.e. waiting to be sent later.

“Handy Email 1.0 - Current User Name : KIMBERLY
Menu  Edit
Status : Your current addressee js Bradley (via the BRADLEY server)

Options  About

=10l x|

®
Folder List
™ Recsived

™ sent
I Deisted

Addressee List

3 Bradley (]
™ Kimberly (]
I Starley (]
™ waitney (]
T seyz_organization_1 [
[} KYZ_organization_2 ﬁ
(| Xy¥Z_user_1 ﬁ
(| AyZ_uger 2 ﬁ
Reload this list

Exchanges with addressee Bradley started at 15/2/2014 - 11:41:57

il & Smilevl Subject |My new home

Send

Forward
—

LEd Lk

Hello Bradley,
Here is & picture of rmy new house |
Corme whenewver you like with yourwife and wour children,

u Kimberhy
New o

Answer [T
Forward ™

Pending : 0

You can attach one or several files to your message (images or other, all formats are supported). If you click on the
“paperclip” icon, here are the screens you will get. Click on the “Add File” button and select the file(s) you want to send. At
any time you can modify the attachment list by deleting (“Delete” button) a file or adding (“Add file” button) a file to the list.
Confirm your selection (“OK” button”). The number of attached files appears next to the “Paperclip” icon.

As well as the messages themselves, your original files attached to these messages will be copied in a temporary
directory of your Handy Proxy and encrypted before being sent out to your addressee(s), so that these files will never
circulate in an understandable format between you and your addressee(s). The name and format of the original file will
appear to your addressees only when they want to view the image (if an image was sent) or save the file on their hard

disk.
peacmens | Prachments =
Attachment List RtEathraarh Uit
T Dimachmaet Tastighoto (7) PG
List is empty Deists
g Add File I __:/_nk_- U Add File | ok
Doy Fruni 1.0 - Current Liner Mt : EIMBFSLY T TE
Heu e Cpeions ot
Status ; Your éurrent addressee is Bradley (via the BRADLEY server)
Exchanges with sddressee Bradiey started ot 151272014 - 11.41.57
©
Folder List
-
(=
T Detetea
Addresses List
P pramey [ |
D B %] Eamiey| Subject [ newtona 3|
I Storiey ] Send | [Hallo Brmdiey. =]
T viaray L [Fiare is & pictura of my new house |
I sz orgarazaton ) B Fl‘.‘ll\‘\-‘r‘il’dl
r B o i 8 B [Come whaneveryou b with your wile and yaur chddran
e oxgeritalion 2 -
T vz e 1 L] VFlle | [Fmberty
I sy e 2 L | u,_|
New F
Reload this fist Answer I
Forward 7 x
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When you click on the “Send” button, first of all the attached files are sent out to your addressee’s server. Your message
is on hold until all attachments were delivered. These attachments and this message are on your side, and they will so
remain until the delivery of the entire message is achieved. To follow the status of your messages, you can refer to the
indicator located on the lower right corner of the screen below. If this indicator is different from “0”, one or several
messages are still on your side, unsent. This means, and this point is important, that the Handyserv applications shouldn’t
be closed as long as these messages were not delivered ; otherwise, they won’t be sent before you start your Handyserv
applications again.

mﬂandy Email 1.0 - Current User Name : KIMBERLY I =3 x|

Menu Edit Options  About
Status : Your current addressee is Bradley (via the BRADLEY server)

[~ 11:58:40- 1511212014 = Me > BRADLEY = Wait.

(‘) 2 My new home
Folder List Exchanges with addresses Bradley started at 15122014 - 11:41:57
- Received
wait. I sent
I™ Deleted

Addressee List

. ¥ Bradley Iﬁ
I Wimberly i} il Ml Subject I j
I starley i Send | =
| Whitney m |
O XYZ_organization_1 tﬁ Forward
|} *YZ_organization_2 m lﬁ
|| HYZ_uzer_1 Iﬁ
|| XYZ_user_2 m il
MNew o
Reload this list | Answer [T
Forward ™ - |

Pending : 1

The following screen indicates that your message was delivered, along with its attachments, to your addressee’s server :
the “Pending” indicator, on the lower right corner of the screen, equals “0” and appears in grey.

mHandy Email 1.0 - Current User Name : KIMBERLY o (=]
Menu  Edit  Options  About
Status : Your current addressee is Bradley (via the BRADLEY server)

[T 11:58:40-15/12/2014 > Me > BRADLEY > Wait.

(.) S My new home
Folder List Exchanges with addressee Bradley started at 15/12/2014 - 11:41:57
r Received
Wait. I sert
I Deleted

Addressee List

Wait. ¥ Bradey

1]
™ Kimberty il il ¥ smitey | Subject I j
O Stanley E S en d ;I
| Whitney m
l_ wYZ_organization_1 m Forward
l_ ®YT_organization_2 m Iﬁ
l_ xyz_user_1 ﬁ
r XyZ_user_2 m il
MNewy I
Reload this fist | Answer [T
Fonward = El

Pending : 0
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Now, let us see what is happening on the side of your addressee. He/she got a message from you. The blinking indicator

“New” appears next to the “Received” folder. Your addressee can view this message by moving his/her mouse over the

magnifying glass icon which is next to the message subject, in the message list.

mHandy Email 1.0 - Current User Name : KIMBERLY 10} =l
Menu Edit Options  About
Status : Your current addressee is Bradley (via the BRADLEY server)
= [T 12:22:22-15/12/2014 > BRADLEY > Me > New
(.) 2 My new home
Folder List Exg Message Overview :
Hi Kimberly,
New I Received
Thanks for your nice picture and For the invitation, We will be in touch,
™ sent
See you
O Deleted S00r,
Addressee List Bradley
v Bradley i = |
I kimberty 1] _|X 4“% smiley | Subject I -l
[ Stanley ﬁ Se n d | ;I
[ Whitney ﬁ |
| *yZ_organization_1 ﬁ FO rwa rd
| *yZ_organization_2 ] I- 'l
[ XyZ_user_1 ﬁ
[ HYZ_user_2 ﬁ u
New I
Reload this list | Answer [T
Forward I” K

Pending : 0

The message opens when its addressee clicks on its subject. An acknowledgement of receipt is then sent out to its

sender.

mHandy Email 1.0 - Current User Name : KIMBERLY 10} =l
Menu Edit Options  About
Status : Your current addressee is Bradley (via the BRADLEY server)
Subject : My new home =
(.) 12:22:22- 151 2/2014 » BRADLEY = Me =
Hi Kimberly,
Folder List Thanks for your nice picture and for the invitation. We will be in touch.
O recaived See you soon,
™ sert Bradley -
I” Deleted
11:58:40- 151 2/2014 » Me = BRADLEY =
Addressee List Helld Bradley,
Here is a picture of my new house ! =
v Bradley i = |
Ciea i X | @%Smileyl Subject |My nes home |
™ Starley i Answer | =]
[ Whitney ﬁ |
| *yZ_organization_1 ﬁ FO rwa rd
| *yZ_organization_2 ] I- 'l
[ XyZ_user_1 ﬁ
| HYZ_user_2 m u
New r
Reload this list | Answer v
Forward [ El

Pending : 0
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When your addressee has read your message, its “Waiting” status on your side disappears.

ﬁHandy Email 1.0 - Current User Name : KIMBERLY ) 10} =l
Menu Edit Options  About
Status : Your current addressee is Bradley (via the BRADLEY server)

= [ 11:58:40 - 151122014 > Me > BRADLEY >
(‘) 2 My new home

Folder List Exchanges with addressee Bradley started at 15/12/2014 - 11:41:57

[ Received
™ sent
I Deleted

Addressee List

v Bradley ﬁ
|| Kimkerly ﬁ il M SUbjeCt I ﬂ
[ Stanley ﬁ Send | | ;I
| Whitney ﬁ |
| *yZ_organization_1 ﬁ Forward
| *yZ_organization_2 ﬁ I- 'l
| xyZ_uzer_1 ﬁ
|| HYZ_uzer_2 ﬁ M
New i
Reload this list | Answer [T
Forward ™ =

Pending : 0

Let us go back to your addressee who received your message and an attached file. When he/she clicks on the “image” or
“file” button contained in the body of the message, he/she gets the following screen allowing him/her to view the image (if
the file is an image) and/or to save the file on his/her hard disk. At this moment, the file encrypted on your side will be
decrypted, and its original name will be shown to your addressee.

esemmmes
Save Attachment

If your addressee want to reply and draws up a message that he/she sends out, here is what you will get, i.e. a new
message waiting to be read by you :

[ Hady Emal 1.8 - Current Usor Rame: : BRADLEY =l01x)
Meru [de Opsors dbout
o O L L (L
| (-) [ 121207 - 15122014 » KMBERLY » Me >
£ My new hame

Foider List Exchanges weh addreases Kimbary: staried at 151272614

Now [ Recened
wait. T et
T peieied

Addressee List

Wait. [ tracey
F ey

| ot soamy | Sutsject |
Send
Forward
I

]

MNeww F
Answer
Farward ™ |

Ll

I =g
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As explained above, you can view the contents of this reply by moving the mouse over the magnifying glass icon :

B Handy Lmail 1.0 - Current User Hame ;: BRADLLY ST ]
Bew Edt Optors. Mbout

‘.’ 121207 - 15123014 » KIMBERLY » le > Now
2 My new home
Folder List O it 464212044 - 134207
New [ Asconag [rr—
Wait. I et Here i a ptre of my new house |
| — o el e
Addressee List Yasberly
wait. T sramey [}
7 ooy "
::w-ev : il X smuny | Subject | :I:
Staniey |
™ wtney " Send [ =
Oy smminmn.1 W Forward
I xyz_organizascn 2 W —
I tyz_umer_t [ ]
T xyzuver 2 | i ]
T wye_usern [] |
New P
Téisad Answer
AT Forward T = |

- =

If you want to forward a received message with its attachments to one of your other addressees, here is how to proceed.
First, check the “Forward” option at the bottom of the screen, near to the center (other options are “New” and “Answer”).

1 andy Email 1.0 - Current User Name : KEDERLY =10l x|
Status : Your current is Bradley (via the BRADLEY server)
Message Histo =
(“) 0 Ty
Subject : My new homa
Folder List
V2P R 1SN I014 > BRADLEY > e >
i Kambarly,
L
I oot Thanks for your il for We
T Cicsetea St you soon,
oy

Addresses List

A n bin s DDAT N

e, B e

T amberty _X_[ v‘;}ml Subject [anmmmp :’

< =
s Answer 122227 - 15/12/2014 BRADLEY

[ |
L]
]
I vty |
’ Subjoct: My new hom
[ xyz_cogurizntin s B Forward] Message
i Kirbiay:

O ospecanz 8 TR

]

]

T oz e 1 1 File Thanks for yous nice picture and for the invitation. Yve will be in ouch
T ayz e 2 u See you soon.
Mew r
Raload this list Answer = [Erodey
Forward P 2l

Fendrg 0

Select now your addressee in the drop-down list of available addressees. You can of course also add text. Click the
“Forward” button when you are finished.

[ tandy Emnadl 1.0 - Current Liser Rame : KIMBERLY =100 x|
Mers Eck Opkions . flbout

Status : Your current addressee is Bradley (via the BRADLEY server)

(.) Message History
Subject : My new home
Folder List
I Rmcatved
(i Thinbos Tor your shca pactun & aiwd Tor e mnation. We will be i tosch.
T etetes S YAl 500N,

Addressee List Fmcley

ki e A DA |
F Buadey ] -
T vatbery ] X 2 swney | Subject My newbome =
™ cauriey ] =
I vea . '_'____’_'[AI'ISWET 122222 - 16/12/2014 BRADLEY
Lt [Subject | My new home
i o Forward | eves:
i Kamibe
T ez _crparization 2 B none ~| b
| i [ ] none .
Bradlsy»Bradley
oz user 2 L] Kimberhy>Bradiey
Stanley>Hidls
Reload this list .
wyZ_organization_1>any_servei_name -
wyz_stganizatlon_2>any_server_name =
Bl xy_ivet_Twany. server_name T D
st s e i

Handy Proxy, Multichannel Handy Proxy, Handy Messaging Server, Handy Web Server, Handy Browser, Handy Email, Handy Messenger (c) Copyright by Handyserv

58



The forwarded message appears in your “Sent” folder, waiting to be read by your addressee.

P& Handy Email 1.0 - Current User Name : KIMBERLY i i [=] 3]
Menu  Edit Options  About
Status : Your current addressee is Whitney (via the BRADLEY server)

[T 12:37:20 - 150124201 4 > Me > WHITNEY > Wait.

(;) 2 My new home
T 12:22:22- 15122014 > BRADLEY > Me >
Folder List £ iy new home
[ Received Exchanges with addressee Bradley started at 15/12/2014 - 11:41:57
Wait. T sent
I Deletedt

Addressee List

I Bradley

1]
™ imoerly @ il m‘ Subject I :lI
™ Staniey [i] Send | =
Wait. [ ey ]
™ wyz_orgenization_1 [ Forward
™ xyz_organization 2 @ - >
T xyz_user 1 o
I wyz_user_2 (i1 ll
New [
Reload this list Answer I
Forward I |

Fending: 0

Here is what appears on the home screen if you received a message or event : the blinking “envelope” icon warns you of
such reception. After having introduced your password, you gain access to the list of events.

. Welcome to
== Login Password = Handy Email 1.0 waie T et Handy Email 1.0

Welcome to

= T bt
A Chent-Server Application {") A Client-Server Application (')

Evens Available H T ey

i

% {7 This agpiication sses the Handy MutiChannel Fraxy Encryption featumes T s oo 1 () Thin application uses the Handy ShdiChannst Praxy Encryplion fabires
3

L4 s

From within the “Received” and “Sent” folders, you also can preview the body of a message, open it, answer it and/or
forward it to other addressees.

alnl x| l0l x|
M [0t Ophons ot
Received Folder Open . Sent Folder Open
Recelved Message List Sent Message List
© £ ® ¥
I 122032 140 30014 = BRADLEY = M =
Falder List F by new home Folder List
¥ macerea Phksngn Covervioms T Recewes
T St [rp—— * st
T oo : T ot
Thanks for your nice pecture e for She vt stion. We vl Ba in tauch.
Bddresses List o, Addresses List
o,
T ractey ] ik T raey [ ]
T sty [ ] & .
T siwrvey ] T Stariey ]
T by L] T baeey L]
T vt pizce s @ T vz rguizasen s B
T oz opwramton z B T oz prgwrizaton 2 @
T yz e 1 ] T vyt | ]
T oz mez . T o e 2 L]
Raicad this fst Reload this kst
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9. Handy Proxy Configuration Files

9.1. The Handy Proxy Master Configuration File (Multichannel _Proxy_ Master_Config.def)

To open this file click on the button below available from within your Handy Proxy’s main screen, default
password : 1234.

Edit Master Config File # My Account | Handy Proxy Home | Channel Who Is I Handy Email |
Edit Current Config File | Share My Account | Handy Web Server Home| Handy Browser | Handy Messenger |

This file must be placed in the main directory of the application. It is automatically created at the first
runtime of the handyproxy.exe if not found.

You MUST strictly respect the syntax of this file, otherwise parameters or data will not be understood.
This file can be edited via Handy Proxy’'s main screen and the « Edit Master Config File » button.

Role of this file :

This file contains all general parameters of your Handy Proxy. This file will be held into account at the launching of your
Handy Proxy. In case of modification, you have to close the Handy Proxy program and restart it.

Possible important remarks are included IN GREEN in the text below ; they are neither comments in this file nor specific parameters.
They are additional explanations necessary for the good understanding.

I
/I Handy Proxy Master Configuration File - File name must be :

/I Multichannel_Proxy_Master_Config.def

/I Lines starting with // or ! or { or * or ; are comments

1

/I Handy Proxy (c) Copyright Handyserv - http://www.handyserv.com
I

/l[Handy Web Server password to access the remote management web page

/lUsage : password can be any string or "none" in order to disable access to the remote management web page

Handy Web_Server_Remote_Management_Password=none

This password allows to protect this configuration file against any modification, which makes it possible to provide this file to your
friends or organisations while keeping control over the configuration that will be used. Attention : if you lose the password, you will
definitively lose access to this configuration file, and this is irreversible ! We do not provide any way to override this password.
This password also protects the access to the subconfiguration files as well as to the configuration file of Handy Messenger and Handy
Email servers and addressees. All these files might become un-modifiable if you lose or forget your password.

The default password is : 1234

//[Handy Messenger and Handy Email programmes password

/lUsage : password can be any string or "none" in order to avoid having to login to these 2 programmes
Handy_Messenger_and_Handy_Email_Password=none

This password allows to access Handy Messenger and Handy Email. If you provide this main configuraiton file to your users in your
local network for example, they will be able to use them, but not to modify the configuration and the name of their Handy Proxy (see
« Handy_Proxy_Configuration.cfg » file where it is possible to indicate a name replacing the one which appears below under the label
« Proxy_Name »).

The default password is : 1234

/IName of this Handy Proxy (Required and also used in case of daisy-chaining Handy Proxy)

/[(Min. length of this parameter = 7 characters ; max. length = 30 characters ; accent or special characters are NOT allowed)
Proxy_Name=HMP_DEFAULT

Each Handy Proxy must have its own name, different from all others. At its launching, your Handy Proxy will check whether the chosen
name is already used by another user. If it is not the case, the chosen name will definitively be yours. You have 30 characters at your
disposal for this name, for example we suggest to start by a prefix followed by the initials or the name of each of the users in your
family or company, for example mycompany-myname, mycompany-thisname,...

ATTENTION : if your Handy Proxy is a router for other users and/or if your configuration is also used as a
messaging server, you cannot change the name of your Handy Proxy since users will use your machine as a
router or server. If this name changes they will not retrieve you and will have to reconfigure themselves, which is
unmanageable.
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/IConfiguration name of this Handy Proxy (Required and also used in case of daisy-chaining Handy Proxy)

/[(Min. length of this parameter = 10 characters ; max. length = 50 characters ; accent or special characters are NOT allowed)
Proxy_Configuration_Name=HMP_ABCDEFGHIJKLMNOPQRSTUVWXYZ

Each Handy Proxy needs a unique identity. This function is automatic at the first launching of your Handy Proxy. However you can
create a users group for your family and your company. You can then replace this unique name by a name of your choice, for example
HMP-MYCOMPANY.

/IProxy Master Custom Encryption Added Key (This parameter allows to have a unique encryption method in case of daisy-
/lchaining Handy Proxies)

/IATTENTION : If you use this parameter, this Handy Proxy and any other remote (daisy-chained) Handy Proxy connected with
/lit MUST use the same Custom Encryption Key,

I otherwise they will not be able to understand each other ! See user's manual for more explanations.

/IPlease note that this Custom Encryption Key will be ADDED at the end of the default one.

/lUsage : length of this parameter must be 12 characters (0..9 and A..Z are the ONLY characters allowed).
Proxy_Master_Custom_Encryption_Added_Key=0

This parameter is fundamentally important : it will allow you to define a higher degree of security for your exchanges between Handy
Proxies. You can, via this parameter, define a part of the encryption key used to encrypt your data. This private key WILL NEVER BE
EXCHANGED between your Handy Proxy and those who would like to communicate with it. Consequently, your correspondents must
know this key, otherwise the Handy Proxies will not be able to understand each other. You must disclose to your correspondents the
key you are using via any means other than the ones offered by the Handy Proxies. It is up to you to select the best way to share this
encryption key. Avoid if possible to send it by the Internet, which would decrease its confidentiality. If you do not use this function, a
default encryption key will be used, which is common to all Handy Proxies that do not use this function neither. Your correspondents
will have to properly setup their Handy Proxy so that they use the same key as you, otherwise no exchange will be possible.

/[Enable Handy Web Server remote management (yes/no)
Handy_Web_Server_Remote_Management_Enabled=yes

//[Handy Web Server password to access the remote management web page
/lUsage : password can be any string or "none" in order to disable access to the remote management web page
Handy Web_Server_Remote_Management_Password=none

/IAllow to view Handy Proxy "LAN and settings" button (yes/no)
Allow_to_view_Multichannel_Proxy_settings=yes

//Authorize Handy Proxy to modify automatically the local Windows Proxy Settings (yes/no)
Automatic_Windows_Proxy_Setting=yes

We advise to use this function in automatic mode to be certain not to forget to launch your Handy Proxy when switching your PC on.
Do not forget to place the handyproxy.exe module in the Windows startup so that it is automatically launched when you start up
Windows.

/[Handy Proxy will listen to the Internet traffic from this address and port :

//lUse address "0.0.0.0" and port "8080" to make Handy Proxy a LAN proxy configuration available for everyone at the local IP
/laddress:port of the PC running the Handy Proxy

/lor use address "127.0.0.1" to make Handy Proxy an individual proxy available locally only.

*Set_Proxy_Server_t0o=127.0.0.1

Set_Proxy_Server_t0=0.0.0.0

*Set_Proxy_Port_to=3128

Set_Proxy_Port_to=8080

This default parameter will generally be convenient. If necessary you can modify it, namely the port (8080 being an example) but in
most cases it can stay this way. This parameter will be made available to Windows as a proxy parameter.

//Web link to use in order to fetch the Multichannel HTTP/HTTPS Proxy Configuration and Users Database

//IWARNING : DO NOT CHANGE THIS PARAMETER IF YOU ARE NOT INVITED TO DO SO !l In case of difficulties to reach the
/Inttp://lwww.handyserv.com Web Site, try to use the following parameters named
/I"Fetch_Multichannel_Proxy_DataBase_Address/port"

Web_Link_To_Fetch_The_Multichannel_Proxy Users_Database=http://www.handyserv.com

The link to the web site which hosts the Handy Proxy users database might change one day. We have thus provided for the possibility
to modify this parameter. In such event you will be warned of a modification via your Handy Proxy’s main screen. If you do not get such
warning, do NOT modify this parameter otherwise the database will not be retrieved ! This parameter allows to customize your
configuration to a great extent, and even to make it completely independent from the default one. For more information about this,
please refer to chapter 10 of this manual.

/IAddress and Port to use in order to fetch the Multichannel HTTP/HTTPS Proxy Configuration and Users Database

/lUse these two parameters if you need to pass through another proxy to access this database. The "Default" values indicate
/la direct access.

/IATTENTION : your configuration will probably NOT be shareable with other users if you use this function (see next
/lparameter that completes this one).

*Fetch_Multichannel_Proxy_DataBase_Address=127.0.0.1

*Fetch_Multichannel_Proxy_DataBase_Port=6006

Fetch_Multichannel_Proxy_DataBase Address=Default

Fetch_Multichannel_Proxy DataBase_Port=Default

This parameter allows to pass through another proxy to fetch in Handyserv's database the necessary information to configure your
Handy Proxy. Please refer to chapter 1.3.3. of this manual which explains what can be done thanks to these parameters.
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/ILink to fetch the Multichannel HTTP/HTTPS Proxy Public IP address (mandatory in order to share it with other users)
/IATTENTION : if your public IP address is missing, your configuration will not be shareable!

/[This parameter completes the previous one (Fetch_Multichannel_Proxy_DataBase_Port),

/luse it if you encounter difficulties to get the Handy Proxy public IP using the default fetching tool integrated in the Handy
/IProxy.

/lUsage : You can put any link as soon as the linked PHP page contains only the following small PHP code :

/I<?php echo $SREMOTE_ADDR; ?>

/[Attention : the Handy Proxy has no parser able to extract your Public IP from any other PHP code!

/[Example : Link_to_fetch_the_Multichannel_Proxy_Public_IP_Address=http://www.mywebsite/what_is_my_public_ip.php
Link_to_fetch_the_Multichannel_Proxy_Public_IP_Address=Default

Please refer to chapter 1.3.3. of this manual which explains what can be done thanks to these parameters.

//Allow to dynamically modify the browser output channel (yes/no)

Allow_Browser_Channel_Hot_Switch=yes

Please refer to chapter 1.3.3. of this manual which explains what can be done thanks to these parameters.

/[Allow Logging on hard disk (yes/no)
Allow_Logging_On_Hard_Disk=no

/IEditor for the different List Files (default : notepad.exe) ; path must be added for another editor if any
/l(ex : c:\notepad++\notepad++.exe - http://notepad-plus-plus.org/)
List_File_Editor=notepad.exe

/[Handy Email viewer programme for the different picture file formats as JPG, GIF, PNG, etc

/l(default : handyproxybrowser.exe)

/IPath must be added for another viewer if any (ex : c:\myviewer\viewer.exe)

Picture_File_Viewer=handyproxybrowser.exe

By default, if the attachment of an email is an image, Handy Email will open the indicated programme to view the said image. You can
indicate here another viewer with its path (for example the well-known application IrfanView or any other application allowing to view
picture files).

/[Path to the PHP programmes and application files (Warning : a '\' character is mandatory at the end of this path)
Path_To_PHP_Apps=[Path]:\...\PHP_Apps\

A version of the PHP programs is provided by default. If it does not suit you because you are already using another one, you can enter
here its access path.

/IPath to save all the Handy Messaging Server Database Files (Warning : a "\" character is mandatory at the end of this path)
//IBy default these files will be saved in the current directory of the Handy Proxy. You can use any local or

/lany LAN hard disk path in order to save all the files of the Handy Messaging Server Database.

/IATTENTION : In case of a LAN path, the Handy Proxy MUST have all create/delete/modify/read/write rights on
/lsub-directories and files!

/[Examples of use : (on alocal hard disk) E:\\Any_Directory\Multichannel_Proxy_Data\Communication\

/I (on a LAN hard disk) \LAN-PC-NAME\LAN-Backup-Disk-C\Any_Directory\Multichannel_Proxy_Data\Communication\
Path_To_Save_the_ Messaging_Database=Default

This parameter allows to define a directory on a hard disk different from the one that is used by default by your Handy Proxy to save all
the client and server files of the Handy Messaging Server function. You can thus save all these files on another disk than the one which
runs Handy Proxy, for instance you can save these files an a disk which is saved on a daily basis or on a NAS system that would be
shared in your network.

Your Handy Messaging Server database files are the only ones that MUST be saved to avoid messages to be lost in case of a
crash of the PC hosting the Handy Proxy functions. This parameter is thus very important since it allows you to save all these files
elsewhere than on the local hard disk of the host PC. Using this option you might have two PCs configured in Handy Proxies exactly
the same way and with the same license, one of them turned on and active and the second one turned off, in the event of a breakdown
of the first one. In case of a breakdown you would simply have to turn off the first PC and to turn on the second one so that your
messaging service is up and running within seconds. An alternative to having a second PC, you can install your Handy Proxy on a USB
key that could be used on another PC in case of a breakdown. However, you must then take into account the fact that the replacement
PC must be accessible to the other users (please refer to chapter 2.1 Making your Handy Proxy accessible for other users)
ATTENTION : two or more different Handy Messaging Servers cannot share the same directory on a same disk. They must be
separated from each other and the databases of the different servers must be totally independent. This parameter concerns
exclusively the Handy Messaging Server files.
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/IPath to save and share with other users all the Handy Proxy Data Files (Warning : a'\' character is mandatory at the end of
/lthis path)

/By default these files will be saved locally in the current directory of the Handy Proxy. You can use any local or

/lany LAN hard disk path in order to save and share all the Data files of the Handy Proxy.

/IATTENTION : In case of a LAN path, the Handy Proxy MUST have all create/delete/modify/read/write rights on sub-
/[directories and files!

/[Examples of use : (on alocal hard disk) E:\\Any_Directory\Multichannel_Proxy_Data\

I (on a LAN hard disk) \LAN-PC-NAME\LAN-Backup-Disk-C\Any_Directory\Multichannel_Proxy_Data\
Path_To_Save_and_Share_All_the_Data_Files=Default

This parameter allows to centralize on a disk and directory of one’s choice, local or in a LAN, all parameter files which are not the
configuration files of the Handy Proxy itself as the Multichannel_ProxyMaster_Configuration.def file, the Multichannel_Proxy_
Configuration.cfg file and several other personal configuration files. Those will stay local ; they are located where the Handy Proxy is
installed (these files are mainly those concerning the Handy Web Server and all temporary files).

This parameter allows, in a LAN, to give acess to a configuration that is common to all users who have access to the same disk and
directory of a hard disk shared in a LAN. In this case, all changes occurring to these common files are made available to all users. The
files which are shared this way are the filtering or forced URL routing files (Proxy_Local_URL_Filter_File.DEF, Proxy_Routing_
Table.DEF, Proxy White_ URL_List.DEF), the hmp_conf.pac file (see following subchapters for more information) and the
Communication_Server_and_User_List.DEF file (list of servers and addressees for applications Handy Email and Handy Messenger,
see chapter 8.2).

Access to these shared files can be password-protected (see parameter Handy_Web_Server_Remote_Management_Password).

The directories allowing to share the Handy Proxy files can be created for a work group, a department, or globally. In order to create a
configuration used by a group of persons, we suggest to preconfigure each group from a same Handy Proxy and to forward the
Multichannel_ProxyMaster_Configuration.def file to these groups, and possibly to do the same with the second file
Multichannel_Proxy_Configuration.cfg. In this case, the creation of all other files will happen at the first launching of Handy Proxy on a
PC except for the files that already exist as is the case for the ones that are shared.

ATTENTION : the files concerned by this parameter are not protected by competitor access. They can be modified by all Handy Proxy
users as long as they know the password (if any).

I
/l End of Multichannel_ProxyMaster_Configuration.def file
I
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9.2. The Handy Proxy Configuration File (Default name : Handy_Proxy_Configuration.cfg)

To open this file click on the button below available from within your Handy Proxy’s main screen, default
password : 1234.

Edit Master Config File | My Account | Handy Proxy Home | Channel Who Is | Handy Email |

Edit Current Config Filehare My Account | Handy Web Server Homel Handy Browser | Handy Messenger |

This file must be placed in the main directory of the application. It is automatically created at the first
runtime of the handyproxy.exe if not found.

You MUST strictly respect the syntax of this file, otherwise parameters or data will not be understood.
This file can be edited via Handy Proxy’s main screen and the « Edit Master Config File » button.

Role of this file :

This file contains the specific parameters for a given configuration of your Handy Proxy. This file will be held into account
at the launching of your Handy Proxy, but it can be reloaded during use, either with the same parameters or with other
ones if you have several configuration files. You do not have to restart your Handy Proxy when the configuration is
modified, the parameters included in this file are held into account at each modification.

Possible important remarks are included IN GREEN in the text below ; they are neither comments in this file nor specific parameters.
They are additional explanations necessary for the good understanding.

Il
1
/I Handy Proxy Configuration File - File extension must be : .cfg

/I Lines starting with // or ! or { or * or ; are comments

I

/I Handy Proxy (c) Copyright Handyserv - http://www.handyserv.com
1
Il

/IOverwrite the Name of this Handy Proxy

/lYou can use here (and in case of multi configuration files) the "Proxy_Name" parameter in order to overwrite

/lthe proxy name saved in the "Multichannel_Proxy_Master_Config.def" configuration file

/[(Min. length of this parameter = 7 characters ; max. length = 30 characters ; accent or special characters are NOT allowed)
/IProxy_Name=HMP_DEFAULT

This parameter is redundant with the main configuration file, so that you can change your name in order to connect in a different way to
other Handy Proxy users.

ATTENTION : if your Handy Proxy is a router for other users and/or if your configuration is also used as a
messaging server, you cannot change the name of your Handy Proxy since users will use your machine as a
router or server. If this name changes they will not retrieve you and will have to reconfigure themselves, which is
unmanageable.

//Default filtering and replacement level for all unlisted URLs (default = 3 ; value can be O up to 8 ; see the
/I"Proxy_White_URL_List.DEF" file for definitions)
Default_Filtering_And_Replacement_Level=3

/IAllow HTTPS over-encrypted data exchanges between Handy Proxies (yes/no)

/If this parameter is set to 'yes', HTTPS datas will be over-encrypted between Handy Proxies

/[This function is in relation with the user-defined White URL list (see the file named : Proxy_White_ URL_List.DEF)

/IPlease note that HTTPS, GET and POST URL requests are always encrypted between Handy Proxies even if this parameter
/lis set to 'no’

Allow_HTTPS_Over-Encrypted_Exchanges=yes

This parameter allows to over-encrypt HTTPS (and SSL) exchanges in order to increase dramatically the confidentiality of your
exchanges with sites as Facebook, PC banking or others. Thanks to this, your user name and password already encrypted will be
doubly encrypted by the powerful encryption functions of your Handy Proxy. This is of course valid only if you pass through a remote
Handy Proxy router. For example, if you use your Handy Proxy from a public place by passing through a Handy Proxy router, your
Internet security will be maximum.

/IBrowsers recognition list ; many browsers (and their different versions) can be defined by adding each time a line with this
/lparameter (a complete list of "user agent" strings and definitions can be found here : http://www.useragentstring.com)

I

/lUsage : Browser=Name;Over-Encryption;Level;Channel;"user agent"

I

/IWhere :
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/IName is the name that will appear on logging screen (multiple definitions are possible if different browser versions are
/lused)

/IOver-Encryption (value "Y' or 'N') will allow HTTPS over-encrypted data exchanges between Handy Proxies if this function
/lis enabled (see above)

/ILevel is the filtering and replacement level (value can be 0 up to 8 ; see above and the "Proxy_White_URL_List.DEF" file for
/ldefinitions)

/I(Please note that this parameter does NOT bypass the level definition found in the "Proxy_White_URL_List.DEF" file list
/[for a specific web site)

/IChannel will define a dedicated Handy Proxy channel for the defined browser (value can be x, 0 up to 9 ; x means no
/ldedicated channel)

/l(Please note that this parameter does NOT bypass the channel definition found in the "Proxy_Routing_Table.DEF" file list
/[for a specific web site)

/I"user agent" is the string or full user agent to be recognized for the defined browser (the " before and after this parameter
/lare mandatory)

I

/[Examples of use

/IBrowser=Prism;N;0;x;" prism/" (this example will recognize all versions of the Prism browser as only one version in the
[ltraffic log screen)

/IBrowser=Prism_0.8;Y;3;1;" prism/0.8" (this example shows how to recognize a specific version of the Prism browser)
/IBrowser=Prism_1.0b4;Y;8;9;"Mozilla/5.0 (Macintosh; U; Intel Mac OS X 10.6; en-US; rv:1.9.2.3) Gecko/20100402
/IPrism/1.0b4"

1

/[Active browser definition lines here after will recognize all browser versions as only one since a short string is used rather
/lthan the complete user agent

/lIn the examples below, concerning Internet Explorer, the active line represents the most recent versions (8, 9 and 10)

1

/lLevel 3 is the best choice if the AdBlock functions are installed in Chrome, Firefox, etc (visit AdBlock web site for more
/linformation : http://adblockplus.org)

I

Browser=Chrome;Y;3;x;"Gecko) Chrome/"

Browser=Firefox;Y;3;x;" Firefox/"

Browser=Internet Explorer;Y;3;x;"; Trident/"

Browser=Maxthon;Y;3;x;" Maxthon"

Browser=0Opera;Y;3;x;" Opera "

This parameter allows you to define, browser by browser, the channel and the priority of the filters used. For example, you can use one
of your browsers via the main channel of your Handy Proxy in a totally transparent mode while you are using another browser that
would pass through another channel of your Handy Proxy being connected to another Handy Proxy in router mode. The first browser
would be a « general purposes » browser, while the second one, protected by the encrypted exchanges between Handy Proxies, would
be used for all sensitive sites as home banking or any site requiring to enter a login and password. Another way to proceed is to create
several configuration files of this kind and to load the necessary configuration according to each case,.

/[Allow only local URL Filter List (never download the file "Proxy_URL_Filter_File.txt" from the Handy Proxy Web Site) —
/l(yes/no)

/I"no" means that Handy Proxy will only use the local URL filter file (see below)
//Allow_Extended_URL_List_File_Download=yes

/ILoad additional URL filter list file (yes/no ; this list will be regularly and automatically downloaded by this program, this file
/lis then "read only")

Load_Additional_URL_Filter_List_File=yes

Your Handy Proxy can use a URL filter list. If your browser already uses AdBlock’s functionalities (see web site
https://adblockplus.org), for example, this function is redundant and it is thus not necessary to use this list. Please note that if your
Handy Proxy is configured in router mode, in contrast with a local use, this list will not be used for all the traffic routed by your Handy
Proxy. This parameter can be configured at any time from within the main menu of your Handy Proxy.

/lUse extended version of the additional URL filter list file (see above) - (yes/no)
Load_Additional_URL_Filter_List_File_Extended_Version=yes

There are two versions of the list described above. We advise to use the extended version.
This parameter can be configured at any time from within the main menu of your Handy Proxy.

//Allow URL Dropping (don't drop any URLs included in the above filter files, proxy will be totally "transparent") - (yes/no)
Allow_URL_Dropping=yes

Your Handy Proxy can be made transparent, which means that it will not filter any link, neither the links in the lists described above, nor
the links you might have added into the proper files. This parameter can be configured at any time from within the main menu of your
Handy Proxy.

//What to do with filtered links ? - Answer can be 0 up to 99 where :

//0 = Don't show anything

/I1 = Display a small explanation during 5 seconds, then clear the message
/I2 = Display a small explanation

/I3 = Display a small proxy logo

/l4 up to 19 = reserved for future upgrades

/Ix = Display replacement pictures ; x is a value between 20 and 99
What_To_Do_With_Filtered_Links=20
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There are several ways to replace links to images that would be filtered by the lists above. By default, your Handy Proxy will replace
these images by nice landscapes from everywhere on the planet. Those will evolve from day to day, since this list is updated every
24h.

/If "Display replacement pictures” (20..99) is selected as parameter here above, what will be the height of displayed pictures
/lin pixel (defaultis 75 ; min. =25 ; max. = 250)

/IPlease note that this parameter can modify the layout of the visited pages if selected pictures height is too large!
Display_Replacement_Pictures_Using_This_Height=75

/IRouting traffic to address and port ID 0 (default ; if not modified to another address and port, traffic will be sent directly to
/lthe Internet by this proxy)

IDO_Name=Default Channel IDO

Routing_Traffic_to_this_address_#0=0.0.0.0

Routing_Traffic_to_this_port_#0=0

Channel 0 of your Handy Proxy is the channel that is mandatorily reserved to connect directly to the Internet. However you can change
the address and port of this access if necessary and according to the configuration of your network.

/IRouting traffic to address and port ID 1:

/IPossible parameter syntax may be
/I"Routing_Traffic_to_this_address_#x=Target:Any_Remote_Existing_Handy_Proxy_Name". If this parameter is used as
/lexplained here, the "Routing_Traffic_Custom_Encryption_Added_Key_#x" must be exactly the same value/string as the
/lparameter named "Proxy_Master_Custom_Encryption_Added_Key" used on the remote Handy Proxy, otherwise Handy
/IProxies will not be able to understand each other ! See user's manual for more explanations.

ID1_Name=Channel ID1

Routing_Traffic_Custom_Encryption_Added_Key_#1=0

Routing_Traffic_to_this_address_#1=0.0.0.0

Routing_Traffic_to_this_port_#1=0

The explanation below is valid for Handy Proxy channels from 1 to 9.

You can give a name to each channel according to your needs.

If you wish to connect to another Handy Proxy via one of the channels from 1 to 9, you must either indicate its physical IP address in
your network in the case of a local use, or indicate the name of the Handy Proxy such as defined by your correspondent in the case of
a remote use (parameter « port » must remain 0 : Routing_Traffic_to_this_port_#x=0). In this case, the main parameter of each
channel is the definition, if necessary,of the remote Handy Proxy’s encryption key. Check with the remote Handy Proxy user whether
he/she uses a private encryption key or not. If both keys are not identical, no exchange is possible between the two systems.

/IRouting traffic to address and port ID 2 :

/IPossible parameter syntax may be
/I"Routing_Traffic_to_this_address_#x=Target:Any_Remote_Existing_Handy_Proxy_Name". If this parameter is used as
/lexplained here, the "Routing_Traffic_Custom_Encryption_Added_Key_#x" must be exactly the same value/string as the
/lparameter named "Proxy_Master_Custom_Encryption_Added_Key" used on the remote Handy Proxy, otherwise Handy
/IProxies will not be able to understand each other ! See user's manual for more explanations.

ID2_Name=Channel ID2

Routing_Traffic_Custom_Encryption_Added_Key_#2=0

Routing_Traffic_to_this_address_#2=0.0.0.0

Routing_Traffic_to_this_port_#2=0

/IRouting traffic to address and port ID 3 :

/IPossible parameter syntax may be
/I"Routing_Traffic_to_this_address_#x=Target:Any_Remote_Existing_Handy_Proxy_Name". If this parameter is used as
/lexplained here, the "Routing_Traffic_Custom_Encryption_Added_Key_#x" must be exactly the same value/string as the
/lparameter named "Proxy_Master_Custom_Encryption_Added_Key" used on the remote Handy Proxy, otherwise Handy
/IProxies will not be able to understand each other ! See user's manual for more explanations.

ID3_Name=Channel ID3

Routing_Traffic_Custom_Encryption_Added_Key_ #3=0

Routing_Traffic_to_this_address_#3=0.0.0.0

Routing_Traffic_to_this_port_#3=0

/IRouting traffic to address and port ID 4 :

/IPossible parameter syntax may be
/I"Routing_Traffic_to_this_address_#x=Target:Any_Remote_Existing_Handy_Proxy_Name". If this parameter is used as
/lexplained here, the "Routing_Traffic_Custom_Encryption_Added_Key_#x" must be exactly the same value/string as the
/lparameter named "Proxy_Master_Custom_Encryption_Added_Key" used on the remote Handy Proxy, otherwise Handy
/IProxies will not be able to understand each other ! See user's manual for more explanations.

ID4_Name=Channel ID4

Routing_Traffic_Custom_Encryption_Added_Key_ #4=0

Routing_Traffic_to_this_address_#4=0.0.0.0

Routing_Traffic_to_this_port_#4=0

/IRouting traffic to address and port ID 5 :

/IPossible parameter syntax may be
/I"Routing_Traffic_to_this_address_#x=Target:Any_Remote_Existing_Handy_Proxy_Name". If this parameter is used as
/lexplained here, the "Routing_Traffic_Custom_Encryption_Added_Key_#x" must be exactly the same value/string as the
/lparameter named "Proxy_Master_Custom_Encryption_Added_Key" used on the remote Handy Proxy, otherwise Handy
/IProxies will not be able to understand each other ! See user's manual for more explanations.
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ID5_Name=Channel ID5
Routing_Traffic_Custom_Encryption_Added_Key_ #5=0
Routing_Traffic_to_this_address_#5=0.0.0.0
Routing_Traffic_to_this_port_#5=0

/IRouting traffic to address and port ID 6 :

/IPossible parameter syntax may be
/I"Routing_Traffic_to_this_address_#x=Target:Any_Remote_Existing_Handy_Proxy_Name". If this parameter is used as
/lexplained here, the "Routing_Traffic_Custom_Encryption_Added_Key_#x" must be exactly the same value/string as the
/lparameter named "Proxy_Master_Custom_Encryption_Added_Key" used on the remote Handy Proxy, otherwise Handy
/IProxies will not be able to understand each other ! See user's manual for more explanations.

ID6_Name=Channel ID6

Routing_Traffic_Custom_Encryption_Added_Key_ #6=0

Routing_Traffic_to_this_address_#6=0.0.0.0

Routing_Traffic_to_this_port_#6=0

/IRouting traffic to address and port ID 7 :

/IPossible parameter syntax may be
/I"Routing_Traffic_to_this_address_#x=Target:Any_Remote_Existing_Handy_Proxy_Name". If this parameter is used as
/lexplained here, the "Routing_Traffic_Custom_Encryption_Added_Key_ #x" must be exactly the same value/string as the
/lparameter named "Proxy_Master_Custom_Encryption_Added_Key" used on the remote Handy Proxy, otherwise Handy
/IProxies will not be able to understand each other ! See user's manual for more explanations.

ID7_Name=Channel ID7

Routing_Traffic_Custom_Encryption_Added_Key_#7=0

Routing_Traffic_to_this_address_#7=0.0.0.0

Routing_Traffic_to_this_port_#7=0

/IRouting traffic to address and port ID 8 :

/IPossible parameter syntax may be
/I"Routing_Traffic_to_this_address_#x=Target:Any_Remote_Existing_Handy_Proxy_Name". If this parameter is used as
/lexplained here, the "Routing_Traffic_Custom_Encryption_Added_Key_#x" must be exactly the same value/string as the
/lparameter named "Proxy_Master_Custom_Encryption_Added_Key" used on the remote Handy Proxy, otherwise Handy
/IProxies will not be able to understand each other ! See user's manual for more explanations.

ID8_Name=Channel ID8

Routing_Traffic_Custom_Encryption_Added_Key_ #8=0

Routing_Traffic_to_this_address_#8=0.0.0.0

Routing_Traffic_to_this_port_#8=0

/IRouting traffic to address and port ID 9 :

/IPossible parameter syntax may be
/I"Routing_Traffic_to_this_address_#x=Target:Any_Remote_Existing_Handy_Proxy_Name". If this parameter is used as
/lexplained here, the "Routing_Traffic_Custom_Encryption_Added_Key_#x" must be exactly the same value/string as the
/lparameter named "Proxy_Master_Custom_Encryption_Added_Key" used on the remote Handy Proxy, otherwise Handy
/IProxies will not be able to understand each other ! See user's manual for more explanations.

ID9_Name=Channel ID9

Routing_Traffic_Custom_Encryption_Added_Key_ #9=0

Routing_Traffic_to_this_address_#9=0.0.0.0

Routing_Traffic_to_this_port_#9=0

I
/I End of Multichannel_Proxy_Configuration.cfg file
I
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9.3. The Handy Proxy hmp_conf.pac file
This file must be placed in the ...\Multichannel _Proxy_Data directory.

You MUST strictly respect the syntax of this file, otherwise parameters or data will not be understood.

Role of this file :

This file can be used by your browsers and will be made available to them by your Handy Proxy. This file will be
accessible only as a web page. Its syntax is Javascript (or assimilated to). This file will behave as a micro-program that
your browsers will execute, hence the fundamental importance of respecting the syntax and the keywords definitions.

Thanks to this micro-program you will be able to specify that some web sites or physical addresses of sites or pages will
not pass through your Handy Proxy. For example, we suggest not to pass through your Handy Proxy to access your
Internet router. By default, this file contains direct access to the address 192.168.1.1 which is usually the physical
address of your Internet router. Of course, you must tell your browsers that they have to use the hmp_conf.pac

file. Please refer to chapter 2 « Handy Proxy Usage » of this manual.

/Il Lines starting with "//[" are Handy Proxy comments and they are removed at runtime (same for empty lines)
/Il Lines starting with "//" are Javascript comments

/Il For explanations, you can visit these web pages :
/Il http://web.archive.org/web/20060424005037/wp.netscape.com/eng/mozilla/2.0/relnotes/demo/proxy-live.html

/1l or
/Il http://technet.microsoft.com/en-us/library/dd361918.aspx

function FindProxyForURL (url, host)
{

/l[Example of EXCEPTION RULE (in this example, ".anysite.ext" will be NOT routed by the Handy Proxy)
//If the hostname matches, send direct :

/lif (shExpMatch(url, "http://lwww.anysite.ext/*"))

/lreturn "DIRECT";

/l[Example of use :

/N'f the hostname matches, send direct :

if (url.substring(0, 18) == "http://192.168.1.1")
{return "DIRECT"; }

/llIn the following case, "#Handy_Web_Server_URL#" and "#Current_LAN_HMP_Address/Port#" will be dynamically replaced
/llat runtime by the Handy Web Server link (hostname) and by the LAN Address and Port of the current Handy Proxy

/[If the hostname matches, send through the Handy Proxy :

if (shExpMatch(url, "#Handy_Web_Server_URL#"))

return "PROXY #Current_LAN_HMP_Address#:#Current_LAN_HMP_Port#";

/IIDEFAULT RULE: All other traffic will use the following Handy Proxy :

/llIn the following case, "#Current_LAN_HMP_Address/Port#" will be dynamically replaced at runtime by the LAN Address
/lland Port of the current Handy Proxy. Example of replacement at runtine : return "PROXY 192.168.1.14:8086";

return "PROXY #Current_LAN_HMP_Address#:#Current_LAN_HMP_Port#";

/lIOther possible examples of use :
[llreturn "PROXY 127.0.0.1:808x";
[llreturn "PROXY 192.168.1.X:8x";

}
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9.4. The Handy Proxy Proxy_Authorized_Connection_List.DEF file
This file must be placed in the ...\Multichannel _Proxy_Data directory.

You MUST strictly respect the syntax of this file, otherwise parameters or data will not be understood.

Role of this file :

This file allows to define who can access your Handy Proxy that will then become a router for other users. You can edit
this file and add as many lines (while respecting the syntax) as you will allow users according to the way you share your
Handy Proxy on the Internet. You can list here members of your family, friends or colleagues. This list can be updated at
any time from within the main screen of your Handy Proxy. For more information about this, please refer to chapter 2

« Handy Proxy Usage » of this manual.

You can authorize any user to access the Internet via your Handy Proxy in router mode, but we advise against opening
this access very widely except if you want to make available a « public » router. The « Satisfy= » parameter allows this
function according to precisely defined keywords as you can see here below.

The « Allow_From_All » parameter makes your Handy Proxy public, while the « Deny_From_All_But_Allow » parameter
will make it unaccessible to any user not listed in the file.

I
1
/l Handy Proxy Authorized Connection List - File name must be : Multichannel_Proxy_Authorized_Connection_List.DEF
/I Lines starting with // or ! or { or * or ; are comments

1

/' Usage :

/I - You can add in this list any Handy Proxy name that will be allowed to remotely use this proxy

/I - To be valid, a line must start with "Satisfy=" string

/I Example : Satisfy=HMP_myproxy

/I - Each line of this file must contain only one name followed by a CR + LF

/I - There are 2 predefined and reserved keywords :

/I - Satisfy=Allow_From_All

/I - Satisfy=Deny_From_All_But_Allow (the following list)

/I - At installation time the "Satisfy=Allow_From_All" line is set to be active

/I Example of use : Satisfy=HMP_xyz

I

/I Handy Proxy (c) Copyright Handyserv - http://www.handyserv.com
1
I

/ISatisfy=Allow_From_All
Satisfy=Deny_From_All_But_Allow

/[Satisfy=HMP_abc
/[Satisfy=HMP_def
/...
/[Satisfy=HMP_xyz
/...
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9.5. The Handy Proxy Proxy_IP_to_Users_Translation_Table.DEF file
This file must be placed in the ...\Multichannel _Proxy_Data directory.

You MUST strictly respect the syntax of this file, otherwise parameters or data will not be understood.

Role of this file :

This file allows, when displaying page web calls, to modify the physical addresses of your PCs connected in your LAN
and that pass through your Handy Proxy by names of your choice that are more representative than physical IP
addresses.

Il
I
/I Handy Proxy IP to Users Translation Table - File name must be : Multichannel_Proxy IP_to_Users_Translation_Table.def
/I Lines starting with // or ! or { or * or ; are comments

I

/I Handy Proxy (c) Copyright Handyserv - http://www.handyserv.com

1
Il

127.0.0.1=LocalHost
192.168.1.1=User_1
192.168.1.2=User_2
/...
192.168.1.10=User_10
192.168.1.11=User_11
192.168.1.12=User_12
192.168.1.13=User_13
192.168.1.14=User_14
192.168.1.15=User_15
/...
192.168.1.50=User_50
/...
192.168.1.255=User_255
/...
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9.6. The Handy Proxy Proxy_Local URL_Filter_File.DEF file
This file must be placed in the ...\Multichannel _Proxy_Data directory.

You MUST strictly respect the syntax of this file, otherwise parameters or data will not be understood.

Role of this file :

This file allows to define the sites, pages, images, etc. that your Handy Proxy will have to filter. The syntax of this file is
simple : each line corresponds to a link or part of a link, or to a determined file name. Only exact string matching will allow
filtering.

This list can be updated at any time from within the main screen of your Handy Proxy. For more information about this,
please refer to chapter 2 « Handy Proxy Usage » of this manual.

Il
1
/I List of user-defined URL Filters

/I File name must be : Proxy_Local_URL_Filter_File.DEF

/I Lines starting with // or ! or { or * or ; are comments

1

/I This list will help you to reduce your Internet traffic

1

/I Handy Proxy (c) Copyright Handyserv - http://www.handyserv.com
I
Il

/Ihttp://lwww.any_website.me
/l.any_page.me
/l.thiswebsite.

/...
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9.7. The Handy Proxy Proxy_Routing_Table.DEF file
This file must be placed in the ...\Multichannel _Proxy_Data directory.

You MUST strictly respect the syntax of this file, otherwise parameters or data will not be understood.

Role of this file :

This file allows to define which channel of your Handy Proxy will route such site, link or link part. For example, you can
access all sensitive web sites via a remote Handy Proxy in order to avoid your user name and password to flow in an
unencrypted way on the Internet from where you are.

The first characters of each line contained in this file indicate the channel to use (from 0 to 9). By default, we suggest
several video or music web sites (as Youtube, for example) that will be accessed via channel 0 of your Handy Proxy, i.e.
directly. We advise against making video or music pass through a remote Handy Proxy since these data are not sensitive.

I
I
/I Handy Proxy Routing Table - File name must be : Multichannel_Proxy_Routing_Table.def
/I Lines starting with // or ! or { or * or ; are comments

1

/l Handy Proxy (c) Copyright Handyserv - http://www.handyserv.com

1
I

Il
/I=== URL Routed to ID0O ===
Il
#0:.googleusercontent.com
#0:.googlevideo.com
#0:.vimeo.com
#0:.vimeocdn.com
#0:.youtube.
#0:.ytimg.com

I
/l==="URL Routed to ID1 ===
1
#1:mywebsite.me

I
/I=== URL Routed to ID2 ===
I
/[#2:mywebsite.me

I
/l==="URL Routed to ID3 ===
I
/I#3:mywebsite.me

I
/l==="URL Routed to ID4 ===
1
/l#4:mywebsite.me

Il
/I=== URL Routed to ID5 ===
Il
/I#5:mywebsite.me

I
/l==="URL Routed to ID6 ===
I
/[#6:mywebsite.me

I
/l===URL Routed to ID7 ===
I
[I#7:mywebsite.me
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I
/l===URL Routed to ID8 ===
I
//#8:mywebsite.me

I
/I==="URL Routed to ID9 ===
I
/1#9:mywebsite.me
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9.8. The Handy Proxy Proxy_String_to_IP-Destination_Table.DEF file
This file must be placed in the ...\Multichannel _Proxy_Data directory.

You MUST strictly respect the syntax of this file, otherwise parameters or data will not be understood.

Role of this file :

In addition to a default domain name as « http://any_name.handywebserver.hmpr », this file allows to define domain
names that are specific to your Handy Proxy. This function is necessary and advised namely if you make web pages
available via your Handy Web Server. This function is not limited to this : indeed, you also can create a domain name that
your Handy Proxy will route to a physical address in your network or in your PC where another web server would be
installed. For example, if there are one or several web servers (Apache or other) in your network, this domain name
creation function will be very useful if you want your web sites to be accessible between 2 Handy Proxies, i.e. in
encrypted mode. This method will make these web sites accessible only by your correspondents also using a Handy
Proxy and that you have authorized to use your shared configuration.

For obvious reasons of security and copyright (where appropriate), Handy Proxy does not allow to create a domain name
that routes to a site located outside of your LAN or PC. The program will reject any domain name which does not comply
to the syntax below. Similarly, routing is authorized only to addresses which are internal to your network or PC.

I
1
/I Handy Proxy String to IP-Destination Table - File name must be : Multichannel_Proxy_String_to_IP-Destination_Table.def

/I Lines starting with // or ! or { or * or ; are comments

/I Lines containing " or ' or ? or & or = or / or ; characters or "www." string are considered as syntax error

1

/I Please note that HTTPS, GET and POST requests are always encrypted between Handy Proxies (and the integrated Handy Web Server

/I or other web server linked througt this String to IP-Destination Table)

1

/I REMARK : the ".hmpr' or 'http://#HMP_Proxy_Name#' string is required in each line, otherwise the line will be considered as syntax error

1

/I Examples of use : http://HmprCompatibleString=:=Local_IP_Address:Port

/I http://AnyString.hmpr=:=127.0.0.1:8080

/I http://MyLocalWebsiteName.hmpr=:=192.1.1.200:8081

/I http:/[#HMP_Proxy_Name#AnyString.hmpr=:=192.168.1.6:80

/I http:/[#HMP_Proxy_Name#AnyLocalWebServer.nmpr=:=127.0.0.1:80

11 http:/#HMP_Proxy_Name#.hmpr=:=127.0.0.1:80

1

/l Where :

/I - http://HmprCompatibleString = any string where the 'http://' and ".hmpr' or '#HMP_Proxy_Name#' strings are found

/I - If the string 'http://#HMP_Proxy_Name#..." is used, then the string .hmpr' MUST also be used at the end of the '"HmprCompatibleString'

/I - If the string 'http://#HMP_Proxy_Name#' is used, it will be replaced by the name of the Handy Proxy followed by a '.' character

/I ex: If the Handy Proxy name is 'HMP_XYZ', then 'http://#HMP_Proxy Name#anystring.hmpr' will become 'http://hmp_xyz.anystring.hmpr'
/I - 'www." and subdirectories or the '?" or '&' characters in the 'http://HmprCompatibleString' string will NOT be accepted in this file

/I - Local_IP_Address:Port = any IP Address and Port that can be reached locally or inside the Handy Proxy LAN

/I - The '127.0.0.1' IP address is also accepted

/I WARNING :

/I - Only 'http GET' requests will be accepted by the integraded Handy Web Server

/I - The defined IP Address and Port cannot point to the Handy Proxy itself (this will produce a deadlock error)
I

/I Handy Proxy (c) Copyright Handyserv - http://www.handyserv.com

IInttp:/[AnyFavoriteString.hmpr=:=127.0.0.1:8080
/...
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9.9. The Handy Proxy Proxy_White_URL_List.DEF file
This file must be placed in the ...\Multichannel _Proxy_Data directory.

You MUST strictly respect the syntax of this file, otherwise parameters or data will not be understood.

Role of this file :

This file allows to define a specific filtering priority for a site, a link, a link part or a file. There are 8 priority degrees, 8
being the highest one.

We advise against filtering video or music traffic above 0, which could make this traffic not functional. In case of problem
with this kind of sites, either you can make them directly accessible on the Internet by your browsers via the

« hmp_conf.pac » file (see chapter 9.3), or you can access them via channel 0 of your Handy Proxy by means of a
definition to add into the « Proxy_Routing_Table.DEF » file (see chapter 9.7).

If your browser already uses AdBlock (see web site https://adblockplus.org), this function is redundant. Unless you have
specific needs, it is not necessary to use this list since it is only a matter of filtering.

I
1
/I List of user-defined White URL list

/I File name must be : Proxy_White_URL_List.DEF
/I Lines starting with // or ! or { or * or ; are comments
I

I

/I any_trusted_web_site.xyz

/I 0==any_other_trusted_web_site.xyz

/l 1==any_web_page\any_subdirectory

/I 2==any_web_site.xyz

/I 3==any_account.thisWebSite.xyz

/I 5==any_other_web_site.xyz

/I 8==any_unknown_web_site.xyz

1

/I Default is set with parameter "Default_Filtering_ And_Replacement_Value" (see the "Multichannel_Proxy_ Configuration.cfg" file)
1

/I Where :

/I 0==Any_Web_Site = Proxy is "transparent" and

/I the HTTPS over-encrypted data exchanges between Handy Proxies is DISABLED (color of logging events on screen : black)
/I 1==Any_Web_Site = NO proxy EXTENDED URL filtering and replacement (color of logging events on screen : light blue)
/I 2==Any_Web_Site = NO proxy LOCAL URL filtering and replacement (color of logging events on screen : light blue)

/I 3==Any_Web_Site = NO proxy EXTENDED URL filtering BUT replacement (color of logging events on screen : light blue)
Il 4==Any_Web_Site = NO proxy LOCAL URL filtering BUT replacement (color of logging events on screen : light blue)

/I 5==Any_Web_Site = NO proxy URL replacement of any kind (color of logging events on screen : light blue)

/I 6==Any_Web_Site = NO proxy EXTENDED URL replacement (color of logging events on screen : light blue)

/I 7==Any_Web_Site = NO proxy LOCAL URL replacement (color of logging events on screen : light blue)

/I 8==Any_Web_Site = Proxy will perform FULL filtering and replacement (color of logging events on screen : blue)

/I "transparent” means that there is NO proxy URL filtering/replacement of any kind
/I "filtering” means that listed links will not be accessible
/I "replacement” means that listed links are replaced (see configuration file ; only "scr=" HTML tags are concerned)

/I Handy Proxy (c) Copyright Handyserv - http://www.handyserv.com
I

1

/IReal examples :
3==.akamaihd.net
3==.facebook.com
O==static.panoramio.com.storage.googleapis.com
0==mail.google.com
3==.google.com
0==.googleusercontent.com
0==.googlevideo.com
1==grooveshark.com
8==handyserv.com
O==maps.gstatic.com
3==.ning.com

0==.real.com
0==.sndcdn.com
0==soundcloud.com
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0==.sun.com
0==.vimeo.com
0==.vimeocdn.com
O==.youtube.
0==.ytimg.com
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9.10. The Handy Proxy Multichannel_Proxy_Email_List.hpe file

This file must be placed in the ...\Multichannel _Proxy_ Data\License_Sharing directory.

You MUST strictly respect the syntax of this file, otherwise parameters or data will not be understood.

Role of this file :

This file allows to share your Handy Proxy’s user license. Please refer to chapter 3 « Sharing your account » of this

manual.

Il
I
/I Handy Proxy License Sharing by Emails

1

/I Email List File - File extension must be : .hpe

/I Lines starting with // or ! or { or * or ; are comments

1

/I 250 addresses maximum per file are allowed

I

/l Handy Proxy (c) Copyright Handyserv - http://www.handyserv.com
I

I

/lany_name@any_email_service.com
/...
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10. How to integrate exchanges between your application and a Handy Proxy

In addition to via your browsers, there are other ways to integrate your Handy Proxy in your daily use of the Internet.

If you sometimes use specific applications allowing to indicate the name of a Proxy or a link to a determined site or page,
you can use a function allowing you to define by which Handy Proxy channel you will pass through.

The syntax of this function is the following :

hmp_target_channel_id=x (x = number of the chosen channel)

Its usage is the following : this command must be added at the end of a web link.
For example :

http://www.anysite.web?hmp_target_channel_id=9

In this example the site anysite.web will be routed by channel 9 of your Handy Proxy.

This command MUST be inserted after the URL of the site to reach, preceded by the character « ? » if it is alone or
character « & » if it is not the case. This command will be entirely removed by your Handy Proxy before calling the site in
order to avoid sending it a command that will not be understood. This command must be added to every call of the site
including the page that will be reached but also images, Javascripts or sub-pages contained in this page. Otherwise, only
the page will be rerouted. You must consequently, in your applications and integrations, not forget to insert the command
for each link that will have to be called. If it is not possible, you will have to define this call via

the « Proxy_Routing_Table.DEF » file (see chapter 9.7) that will automatically route all which is related to the accessed
link. This function is convenient if you have to integrate in a given web page the access to a site hosted by your Handy
Web Server or to a part of it (via for example an iframe function).

Figure out that you have a web site hosted in a classical way by a hosting service. In this web site, you would like to give
access (in a private way) to a page, a part of a page or even an image which is hosted by your Handy Web Server. This
page, part of a page or image is unaccessible, as you know, without passing through a Handy Proxy. It will become
accessible as long as, in your hosted site, you indicate the domain name (see chapter 9.8) of your Handy Proxy followed
by the command described here. In this case, and if the defined channel is for example number 9 for this command, all
Handy Proxies that want to access this service MUST be configured to access your Handy Web Server via channel 9. If it
is not the case your command will not work, either because the channel of a Handy Proxy will not point properly to your
Handy Proxy, or this channel will be routed to another Handy Proxy where the requested service does not exist.

If you do not need to use a specific domain name for your Handy Web Server (see chapter 9.8), you can use direct
access to your Handy Web Server by its default domain name, for example « http://hmp_12345.handywebserver.hmpr »,
that will be retrieved automatically by the Handy Proxies being connected to the Handy Proxy named « hmp_12345 ».
This method allows to avoid having to respect a determined channel number in your applications.

Your Handy Proxy makes also available other commands for your Handy Web Server and your Handy Browser (see
chapters 5, 6 and 7).

If you wish to benefit from the integration of specific commands or keywords allowing to add functionalities matching your
needs, we invite you to contact us. Our developers will gladly analyze your request.

Concerning the Internet traffic routing and messaging server functions of your Handy Proxy, it is possible to create an
configuration independent from the one we provide by default. For example, a group or cluster of servers could be set up
if the traffic routing and messaging services of your Handy Proxy(ies) were to be made available to a large number of
users.

As well, we can provide the hosting of your own Handy Proxy users database in order to make your
configuration totally independent from the default one.

For all these specific functions and custom developments, we also invite your to contact us : http://www.handyserv.com.
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